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Old vs. New 

 Old phones were JUST phones 

 New Smart phones are basically hand held 

computers. 

 Ever increasing RAM, CPU speeds and 

Functionality. 

 Open source means massive expansion in apps 

available for little or no cost. 



Who would use these? 

 Corporate espionage – Why innovate when you can 

appropriate? 

 Disgruntled employees – Going e-postal 

 Hacktivists – Their cause is your cause for concern 

 Hackers/Crackers – See online EVE (mmorpg) to see how far 

they will go. 

 Inadvertent – Because “smart phones” don’t have to have 

smart owners 

 Journalists 

 Organised Crime 

 Disgruntled spouses 

 Etc. Etc. Etc.  

 

 Last but not least – Unknown “side effects” of installed 

applications  
 



Corporate Espionage 

 March 2010 report commissioned by Microsoft/RSA shows: 
 

- Secrets comprise two-thirds of the value of firms’ information portfolios. – “Secrets 
are targets for theft” 

 

- Compliance, not security, drives security budgets. – Missing the elephant in the 
room? 

 

- Firms focus on preventing accidents, but theft is where the money is. – “Hundreds of 
thousands vs. tens of thousands.” 

 

- The more valuable a firm’s information, the more incidents it will have. – The bigger 
they are the harder they will be hit 

 

- CISOs do not know how effective their security controls actually are. – “Most 
enterprises do not actually know whether their data security programs work or not.” 

 

“Insider Theft Of Secrets And Other Unstructured Documents 

Was The Most Costly Type Of Incident” 
 

See: http://www.rsa.com/products/DLP/ar/10844_5415_The_Value_of_Corporate_Secrets.pdf 



Types of Attack 

 Bugs 

 Trackers 

 Spycams 

 Scanners 

 Tethering 

 Storage 

 Injectors/Rootkits 

 Purpose built devices 

 Concept exploits 

 

This list is just a sample! 

 



Bugs 

Bugs come in many varieties 

 Remote listening 

- Listen to calls 

- Turn on microphone 

 Get location of phone 

 Remote camera operation 

 

 Often sold as spouse detectors or child monitors 
 



Example Bug Software - £1 

 Available from the 

market 

 Inexpensive 

 Easy to use and deploy 

 Can be installed on a 

phone in under 30 

seconds 

 



Bugs in Action 



Trackers 

 No longer need GPS 

 Can be installed on phone 

 Remote sites allow service to track any number 

 Accurate to 10 meters (best) 

 Google’s latitude a good example 

 

 Often sold as anti theft software or “Find your 

phone” or used by “worried parents” 

 



Sample Tracker Site 



Trackers (reverse lookup) Continued 

 http://www.unlisted-etcetera.com/?hop=mpndotcom.privateye#international 



Spycams 

 Silent Cameras 

- Used by pin stealers and perverts. 

- High resolution means useful up to 10 feet away 

(or further) 

 Motion Sensor cameras 

- Sold as security devices 

- Can send pictures remotely 

 



Motion Detector Software 



Spying made easy 



Spying made easy 



Scanners 

 Port scanners 

- TCP – easy 

- UDP – requires “root” 

- IP 

- URL 

- Code easy to download and modify 

 Nmap already available for smartphones 

 



Scanners – Examples 



Tethering 

 Allows internet “anywhere” 

 Bypasses network firewalls 

 Creates “backdoors” into networks 

 

 Sold as “convenience device” or “free internet” 



Tethering – How to 



Tethering – WiFi Access point 



Tethering as a backdoor 



Tethering as a backdoor 



Storage 

 Phone storage now capable of 32GB 

 128GB available soon (Sandisk claim 2011 release) 

 Can easily be converted/used as removable 

device 

 Often overlooked for blacklisting 

 Fast speeds make offload easy 

 Small and virtually undetectable  

 



Injectors/Rootkits 

 Phone O/S may not be affected (Linux) 

 Examples already found in the wild 

 Phone security software may not detect 

 Phones act as “carriers” 

 Users may not be aware 

 Can come as part of desired software 

 Zombies, key loggers, password harvesters, the 

possibilities are endless. 

 



Malware in the wild 



Rootkits - Example 



Purpose built devices 

 New devices mean phones can be crafted to any 

purpose 

 Open source allows rapid development 

 New CPU and internal memory makes these (in 

effect) hand held computers 

 Backtrack already ported to one of these devices 

 Hardware specialists no longer required 

 Examples available on YouTube 

 



Purpose built devices - Example 



Purpose built devices – Anything is possible 

 Gumstix + Flow = whatever you want. 

 



Concept exploits – the future or already here? 

 Phones come equipped with ability to read RFID 

signals 

- Could be used to clone and replay ID cards – hidden 

scanner? 

- Contactless smart card readers? 

- Warbumping or contactless pick pocketing 

 Smart Phone Botnets (Photnets) – Already Proven 

- With almost no adequate prevention spread could be 

rapid. 

 Phones now already equipped with biometric 

scanners 

- Biometrics recorders? 



Prevention 

 Awareness/Policy   

- “Time and Place” usage on both corporate AND personal 

phones 

- Consistency of phone type usage across deployment  

- Clear and unambiguous statements on allowed downloads and 

usage 

 Outright ban 

- Harsh – but in some environments your only course 

- Corporate = yes, personal = no 

- Alternative to deploy “anti signal” devices 

 Audit 

- Software – good for corporate solutions 

- Legal ambiguity about ability to audit personal devices 

 



5 Ways To Detect Mobile Phone Surveillance Software 

 #1) Has someone recently asked to borrow your cell phone? Much of the cell phone surveillance 

software that is purchased online requires a person to get physical access to your cell 

phone.  Common tricks people will do in order to gain access to your cell phone in order to install 

mobile eavesdropping software is to ask if they can borrow your phone to download a game or 

ringtone for you, use your phone because their "battery" is out, and to play a favorite game on your 

phone.  All of these activities will enable them to get access to your web browser which is all they 

need to download mobile eavesdropping software and install it on your phone. 

 #2) Have you noticed an unusual increase in your data plan charges? Another sign that you might 

have mobile phone surveillance software installed is if you notice an unusual spike in your data usage 

fees.  Mobile phone surveillance software such as Flexispy & MobiStealth use 3G, GPRS, or EDGE to 

transfer the data collected from your cell phone, which means if you are not the type who uses your 

cell phone to browse the web or download apps, an unusual spike in data traffic is a good indicator 

that you have mobile phone surveillance software on your phone. 

 #3) How long does your battery last? Is your BlackBerry's battery life suddenly a lot shorter than the 

usual amount of hours? Depending on the type of cell phone surveillance software installed, your cell 

phone might experience a considerable amount of abnormal battery drain.  This is because the spy 

app runs continuously in the background, thus requiring more than usual battery use. 

 #4) Do You See Quick Flashes? Does your cell phone 'lights up' for no reason but doesn't ring.  Mobile 

eavesdropping software that have remote monitoring features (spy call) enable someone to secretly 

listen to your cell phone and listen to your immediate surroundings. When a spy call is made, the cell 

phone  may briefly light up for a split second. This doesn't happen all the time, but it does happen on 

certain handsets. 

 #5) Do You Hear An Echo? When mobile phone surveillance software is installed on your phone, you 

might occasionally hear a very small noise or click when someone is attempting to tap into your call 

and listen in on your conversation.  Sometimes it's hard to tell with background noise in general, but if 

you do notice  an occasional clicking noise when calling a certain number, it probably means you 

have surveillance software on your phone. 

 

 

http://www.flexispysoftware.com/
http://www.mobistealthspy.com/


Thank You – Questions? 

“Technology makes it possible for people to gain control over 
everything except over technology.” 

  John Tudor 

 

“Technology is so much fun but we can drown in our 

technology. The fog of information can drive out knowledge.” 

Daniel J Boorstin 

 

“Security without awareness, is useless.” 

Tom Roberts 

 


