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Zeus, the god of sky and thunder
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Or Today

o The scourge of banking.

o Zeus (also known as Zbot, PRG, Wsnpoem, 
Gorhax and Kneber) is a Trojan horse that 
steals banking information by keystroke 
logging.
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What does ZeuS do?

o Steals data submitted in HTTP forms
o Steals account credentials stored in the Windows Protected Storage
o Steals client-side X.509 public key infrastructure (PKI) certificates
o Steals FTP and POP account credentials
o Steals/deletes HTTP and Flash cookies
o Modifies the HTML pages of target websites for information 

stealing purposes
o Redirects victims from target web pages to attacker controlled ones
o Takes screenshots and scrapes HTML from target sites
o Searches for and uploads files from the infected computer
o Modifies the local hosts file 

(%systemroot%\system32\drivers\etc\hosts)
o Downloads and executes arbitrary programs
o Deletes crucial registry keys, rendering the computer unable to 

boot into Windows
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Bank Login

Zeus config file 
instructs the 

browser to insert 
html code into the 

data stream

and them to remove 
it (and entered data) 
before sending the 

data back
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Something we all recognise!

!
But, do we?
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Virtual Keyboards

mailto:chris.forgan@allpoint-security.com
mailto:chris.forgan@allpoint-security.com
mailto:chris.forgan@allpoint-security.com
mailto:chris.forgan@allpoint-security.com
http://www.dlp-assured.com/
http://www.dlp-assured.com/
http://www.dlp-assured.com/


8email : sales@dlp-assured.comwww.dlp-assured.com

Availability

o Zeus is readily available to buy in underground 
forums for as little as 700 USD and up to 3000-
4000 USD for the newest version.

o The package contains a builder that can generate 
a bot executable and Web server files (PHP, 
images, SQL templates) for use as the command 
and control server.

o The vendor then provides the user with a 
personalised licence key for his configuration.
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Where does it go? Ask Google
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New credit card data is sold
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All you need!

Peter|Major|Flat 4|101 East Road|Hastings|East Sussex|United Kingdom|TN35 5EJ|P major

VISA|4129851271902370|0711|122|07768124613
Issuer

Card No

Expiry

CVV

Telephone

Name

Address
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Removal and Detection

o Zeus is very difficult to detect even with up-to-
date antivirus software. 

o This is the primary reason why its malware
family is considered the largest botnet on the 
internet

o Some 3.6 million PCs are said to be infected in 
the U.S. alone. 
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Proliferation

o The Zeus Trojan controlled machines are in 
196 countries. 

o The five countries with the most significant 
instances of infected machines are:

o Egypt

o United States

o Mexico 

o Saudi Arabia

o Turkey
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HOW IS THE CREDIT CARD DATA 
USED?
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Cyber theft ring
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How the fraud works

Controller
Builds Trojan

Controller downloads
banking credentials
and instructs botnet

Victim infected
with Trojan

Monies transferred 
from victim to mule
account

Mules transfer monies to master criminal

Trojan uploads banking 
credentials to collection server

Botnet transfer
monies from 
victims bank 

Many mules
collect monies
From many accounts

Master criminal
instructs  and 
pays controller
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