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o The scourge of banking.

o Zeus (also known as Zbot, PRG, Wsnpoem,
Gorhax and Kneber) is a Trojan horse that
steals banking information by keystroke

logging.
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Steals data submitted in HTTP forms

Steals account credentials stored in the Windows Protected Storage
Steals client-side X.509 public key infrastructure (PKI) certificates
Steals FTP and POP account credentials

Steals/deletes HTTP and Flash cookies

Modifies the HTML pages of target websites for information
stealing purposes

Redirects victims from target web pages to attacker controlled ones
Takes screenshots and scrapes HTML from target sites
Searches for and uploads files from the infected computer

Modifies the local hosts file
(%systemroot%\system32\drivers\etc\hosts)

Downloads and executes arbitrary programs

Deletes crucial registry keys, rendering the computer unable to
boot into Windows
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Zeus config file
instructs the
browser to insert
html code into the
data stream

and them to remove

it (and entered data)

before sending the
data back
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‘We do not recognize the computer you are using.
To continue with Online Banking, please provide the information requested below.

Confirm Your ldentity

Instructions: Provede your Card Secunty Code and as much additional secunty infermation as you can, Your anlnes myst
malch the information on the sccount record and will be used solely 1o confirmn your identity.

Card Humber

Card Security Code {required): Tum 10 the BACK of your card and look in the white panal whare you signed your cand.

-

T - - [ = | B 22
webinjects - Notepad — 2
File Edit Format View Help
set_url https://online.wellsfargo.com/login® P o
data_before
<input type="password" name="password"*</td> 3

data_end

data_inject

(|<td width="225"><1ahel for="password"
<input type="password"” name="uUSpass"

class="formlabel"=3. ATM PIN</label=<br />

id="atmpin" size="20" maxlength="14" title="Enter ATM PIN" tabindex="11" accesskey="a"/>
<br,/>&nbsp </td>

data_end

data_after

data_end

data_before

<label for="account”
data_end

data_inject

4. sign on to
data_end

data_after

</Tabel>

data_end

class="formlabel">

=

4 LIS
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MasterCard.
SecureCode.

Verified by Visa / MasterCard SecureCode Enroliment:

Due to recent changes in . : Rules all our customers must be
enrolled in Yerified by Visa or MasterCard SecureCode program depending on type
of your Check Card. To continue complete this form and click Activate How.

Social Security & I:] 3 D 2 |:l
cadmumber: [ (15 i)

Expiration Date: D ,D (MMIYY)

Signature Code: | Tm| {Last 3 digits on the back)

Card Pl Code: I (4-6 digit code that you enter in ATM)

Choose Password: I:] How will it be used?
Confirm Password: |:] (6-12 characters lenth)

If you already enrolled in Verified by Visa or MasterCard SecureCode program to
continue please enter current password or select newy then click Activate How.

But, do we?
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Enter Your Password using the virtual keypad below: Enter Your Password using the virtual keypad below: Enter Your Password using the virtual keypad helow:
(¢ IPIN (Irterriet Password) € QPIN (Query Password) (@ IPIN (irternet Passward)  (TVQPIN (Query Passward) (@ IPIH (Internet Passward) (7 GPIH (Gusry Password)

’l ] ’I' I ’l.‘ |

2)(3)0)(1)[e)(8) 7)(5) 4] &) 2)3)le)e)E) (@5 4)E)

MUUeHEBWANEEOD MUUEEE @GO

SnEEEB - 1

A)(s)(DJ(E)le)H)3](K)(L)
AREEDDD

: Trouble logging In? : Trouble logging n? : Trouble logging in?
© Login [t © Login i © Login [

Enter Your Password using the virtual keypad below: Enter Your Password using the virtual keypad below: Enter Your Password using the virtual keypad below:
& IPIN (Interriet Password] € QPIN (Ouery Password] (@ IPIN (Irternet Password] € QPIN (Query Password] (& IPIN (Interriet Password] € OPIN (Query Password]

Clear all

» l..'. l 4 lo-o'o'o l 4 loo'o'u ]

! Trouble logging In? Trouble logging in? Trouble logging in?
© Login e © Login [t © Login [t
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o Zeus is readily available to buy in underground
forums for as little as 700 USD and up to 3000-
4000 USD for the newest version.

o The package contains a builder that can generate
a bot executable and Web server files (PHP,
images, SQL templates) for use as the command
and control server.

o The vendor then provides the user with a
personalised licence key for his configuration.
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< Address >

< Name >

Peter|Major|Flat 4|101 East Road|Hastings|East Sussex|United Kingdom|TN35 S5EJ|P major

< lssuer >/VISA|4129851271902370 O711|122|077Y68\124613
< Telephone >
<Card No

cwo >

C Expiry O
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o Zeus is very difficult to detect even with up-to-
date antivirus software.

o This is the primary reason why its malware
family is considered the largest botnet on the
Internet

o Some 3.6 million PCs are said to be infected in
the U.S. alone.
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o The Zeus Trojan controlled machines are in
196 countries.

o The five countries with the most significant
instances of infected machines are:

o Egypt
o United States

o Mexico
o Saudi Arabia
o Turkey
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HOW IS THE CREDIT CARD DATA
USED?
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Malware exploiters purchase malware and use it to
steal victim banking credentials. They launch
attacks from compromised machines that allow them
to transfer stolen funds and deter any tracking of
their activities.

ny

Malware coders develop
malicious software that is
sold on the black market.

Money mule networks are comprised of

individuals engaged in the transfer of stolen
funds who retain a percentage for their
services.

Victims include individuals,
businesses, and financial institutions.
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Trojan uploads banking
credentials to collection server

Master criminal
instructs and
pays controller

Controller
Builds Trojan

Controller downloads
banking credentials
and instructs botnet

Victim infected /
with Trojan

CK.Q Si a
Monies transferred

from victim to mule
account

Botnet transfer
monies from
victims bank

Many mules
collect monies
From many accounts

Mules transfer monies to master criminal
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