
(C) 2004 Patrick O'Beirne, sysmod.com 1

SPREADSHEET TESTING

Presentation to ISACA Northern England
June 23, 2004

Patrick O’Beirne
Systems Modelling Ltd
www.sysmod.com

http://www.sysmod.com/


(C) 2004 Patrick O'Beirne, sysmod.com 2

Current concerns
The ranks of “sorcerer’s apprentice” user-
programmers will swell rapidly, giving many who 
have little training or expertise in how to avoid or 
detect high-risk defects tremendous power to create 
high-risk defects. (Barry Boehm)
FDA 21 CFR Part 11 Warning letters on spreadsheet 
validation (LabCompliance.com)
UK Customs and Excise (can enforce compliance!) 
The largest VAT error found in a spreadsheet in 2001 
was around one million pounds.

So, what’s the problem?
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What’s the problem?
Spreadsheets not taken seriously
Used by “near experts” overconfidence
Anybody can use them … and change them …
Usage from Q&D to important decisions
http://panko.cba.hawaii.edu/ssr Ray Panko (Errors in 
91% of 54 spreadsheets, cell error rate 2% - 12.5%)
www.eusprig.org/stories.htm European Spreadsheet 
Risks Interest Group

So, how can we test spreadsheets?

http://www.eusprig.org/stories.htm
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Different kinds of testing 

What is your role?
checking against business requirements
replicate a “shadow” model
running test case scenarios
auditing tools

Next.. how to get test data?
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Test data sets
Obtain reference data sets and corresponding 
reference results from a reputable source (“oracle”)
Simple data sets – all 0, all 1; invalid, empty, 
boundary, extreme data
Macro to clear all input cells, store standard data sets
Previously known inputs and proven outputs
Scenarios, sensitivity analysis

Next…an example of a test harness, XLSior



(C) 2004 Patrick O'Beirne, sysmod.com 6



(C) 2004 Patrick O'Beirne, sysmod.com 7
www.XLSior.com
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Usability testing
Can & do the users access the help – online (in cells, 
instruction worksheets) or written?
How adequately does the help resolve different user 
groups’ questions about using the spreadsheet?
Any user problem comments like slow, time-consuming, 
awkward, tedious, intensive, unclear, not sure, confused, 
bewildering, hard to navigate / follow / find, repetition, 
duplication?

Next .. how can we reduce the incidence of errors?
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Good practice - design 
Build in testability

Clear, consistent layout to manage complexity

Simplify formulas to aid understanding

Use colour coding for description, not decoration

Controlled printing, formatted, date/time stamped

Change control

Next .. data validation
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Good practice – data control

Use cross-checks, control totals, and validations

Provide data entry validation, error trapping

Data control for externally linked data

Protect cells and worksheets for authorised users

Hide unused toolbars, menus

Next: How to go about a model review
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Risk assessment, scoping
Is testing necessary – is the risk worth the effort?
What evidence is there for the ability of the developer?
What evidence is there of a mature design methodology?
Evidence of verification of calculation methods?
Version control / change management?
What evidence is there of a test plan?
Has the model been tested, and regression tested?
How good is the documentation if any?

Next: high level review
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High level review
Get an authorised working copy and scan it for viruses
Auditing tools provide a static analysis and overview
Look for evidence of correct use of cell/sheet protection.
Create a diagram of the sheet and database structures to 
aid understanding.
Form an opinion of the need for detailed review 
Prioritise risk given your time and resources

Next: detailed review
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Detailed review
Check formulas and their clones for arithmetic and semantic 
correctness.
Excel commands: select errors, precedents, dependents
Auditing toolbar, formula evaluation (Excel 2002+)
Known error-prone functions: lookup, financial, …
Does the model work as expected?
Checklist includes calculation, precision, circular, range name 
usage, array formulas, complexity, embedded constants, 
incomplete structure, mixed units, hidden data, …

Next: examples of XLAnalyst, SpACE



(C) 2004 Patrick O'Beirne, sysmod.com 14

www.XLanalyst.co.uk
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www.hmce.gov.uk/business/services/space.htm
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www.SpreadsheetAuditing.com
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Software tools
SpACE methodology Code Tracer
EXChecker Rainbow Analyst
Operis Analysis Kit XDrill drill-down
Spreadsheet Professional Navigator Utilities
Spreadsheet Detective xlNavigator flowcharter
XLAnalyst Synkronizer comp/diff

ActiveData data analysis

This list maintained at: http://www.sysmod.com/sslinks.htm
Monthly newsletter at: http://www.sysmod.com/praxis/

http://www.hmce.gov.uk/business/services/space.htm
http://www.spreadsheetauditing.com/
http://www.operis.com/oak.htm
http://www.spreadsheetinnovations.com/
http://www.uq.net.au/detective/
http://www.xlanalyst.co.uk/
http://www.codetracer.com/
http://www.themodelanswer.com/
http://www.sheetware.com/
http://www.robbo.com.au/
http://www.brandywine-software.com/
http://www.synkronizer.com/
http://www.informationactive.com/
http://www.sysmod.com/sslinks.htm
http://www.sysmod.com/praxis/
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Summary

What is the risk & potential impact?
What are you looking for?
Test at different levels
Improve through better practice
Reinforce training through review
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