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WHAT IS CLOUD 
COMPUTING?
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Cloud Computing is not only the future, 
it is the present and the entire past of 
computing...
...All it is - is a computer connected to a 
network!

Larry Ellison CEO Oracle



Cloud Computing - NIST
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http://csrc.nist.gov/groups/SNS/cloud-computing/
http://csrc.nist.gov/groups/SNS/cloud-computing/


Public Cloud
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Community/Private Cloud
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IaaS - The Private Cloud

IaaS
Private Cloud

Virtualized Servers

Hardware Resources

Hypervisor or Host OS

Virtual

Server

Virtual

Server

Virtual

Server
Virtual

Server

Physical
Server

Virtualized Environment

Organizational
User

Access across the Cloud



WHATôS THE PROBLEM?
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Cloud ïTop Security Benefits

Ä Benefits of Scale
Â The same investment buys better protection

Ä Standard Interfaces for Security Services
Â Creates a more open market for security services.

Ä Rapid, smart scaling of resources
Â Dynamic reallocation of resources improves resilience.

Ä Audit and Evidence Gathering
Â provide dedicated, pay -per -use forensic images of VMs

Ä Better updates and defaults
Â Default VM images with best configuration and patches

Security Risks in the Cloud10

ENISA - Cloud Computing - Benefits, risks and recommendations for information security 
http://www.enisa.europa.eu/act/rm/files/deliverables/cloud -computing - risk -assessment
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http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-risk-assessment
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Inhibitors to Cloud Computing

Source: Security ïan essential prerequisite for virtualization, KuppingerCole November 2010
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Cloud ïTop Threats

Ä ENISA Cloud Risk 
Assessment
Â Loss of Governance

Â Compliance Challenges

Â Changes of Jurisdiction

Â Isolation Failure

Â Cloud provider ïmalicious 
insider ïprivilege abuse

Â Management Interface 
compromise

Â Data Deletion Risks

Â Network Management

Ä Cloud Security 
Alliance -Top Threats
Â Abuse and Nefarious Use of 

Cloud Computing

Â Insecure Application 
Programming Interfaces

Â Malicious Insiders

Â Shared Technology 
Vulnerabilities

Â Data Loss/Leakage

Â Account, Service & Traffic 
Hijacking
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ENISA - Cloud Computing - Benefits, risks 
and recommendations for information 
security 
http://www.enisa.europa.eu/act/rm/files/d
eliverables/cloud -computing - risk -
assessment

Cloud Security Alliance - Top Threats to 
Cloud Computing V1.0
http://www.cloudsecurityalliance.org/topthr
eats/csathreats.v1.0.pdf

http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-risk-assessment
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Risk - Who is responsible?

Customer Cloud Provider

Lawfulness of content Full liability Intermediary liability

European Data 
Protection Law status 

Data Controller Data Processor 
(external)

Identity & 
Authentication

Own users and 
federation agreements 
with partners

Users required to 
manage the provided 
infrastructure

Infrastructure Own infrastructure Cloud service 
infrastructure (server, 
storage, bandwidth etc)

Security Management Guest systems ( IaaS ) Host systems and 
applications security 
policy, hardening, 
patching and monitoring
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Cloud - Managing Risk

Ä Due Diligence by Customer
Â Fully specify Security Service 

Levels
Â Ask Questions
Â RiskIT

Ä Clear Division of Liabilities
Â Example: 

Customer = Data Controller, 
Provider = Data Processor 
(External)

Ä Clear Division of 
Responsibilities
Â Depends upon Service Model 

(SaaS, PaaS or IaaS )

Ä Certification of Provider

Security Risks in the Cloud14

Business 
Requirements

Security & Resilience
Requirements

Identify Threats
& Weaknesses

Specify Risk Response & 
Detailed Questions

Issue RFP

Select 
Vendor



TEN CLOUD SECURITY 
QUESTIONS TO ASK

15 Security Risks in the Cloud
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Q1: How is Identity and 
Access Managed in the 

Cloud?

Security Risks in the Cloud16



Risk: Impersonation
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Probability Medium

Impact High

Carbon Thieves Force European Union to 
Improve Security, Close Spot Market
www.bloomberg.com
January 21 st , 2011

The European Union, whose decision to suspend registries halted the regionôs spot 
carbon -emissions market following the theft of permits, said it wonôt lift restrictions 
until member states step up identification checks. 

It suspended most operations at Europeôs 30 registries 
for greenhouse -gas emissions on Jan. 19 after a Czech 
trader reviewing his $9 million account found ñnothing 
was there.ò  The EU estimates permits worth as many 
as 29 million Euros may be missing. 

ñAt minimum they need to have second authorization in 
place,  such as electronic certificates or ID cards,ò said 
Simone Ruiz,  European policy director of the 
Geneva -based IETA. 



Cloud
Application & Data

Managing Identity in the Cloud

Internal 
Identity Service

Cloud 
Identity Service

External 
Log On

Organizational
User

Identity 
and Access 
Approval

Request 
for Access

Business Owner

Auditor
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Cloud
Application & Data

Risk: 
Management Interface

Internal 
Identity Service

Cloud 
Identity Service

External 
Log On

Organizational
User

Identity 
and Access 
Approval

Request 
for Access

Business Owner

Auditor

Risk ïManagement 
Interface Compromise

Probability High

Impact High
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Key Questions:
Management Interface

Ä Objective: To ensure authorized user 

access and to prevent unauthorized access 

to information systems.

Risk ïmanagement interface compromise.

Ä Questions:

Â What extra security is provided to protect 

remote management capabilities?

Â What forms of authentication are 

used for management interfaces?

Â How is the management interface 

monitored?

Security Risks in the Cloud20

ISO 27001 Control 11.2: 

Probability High

Impact High
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Cloud
Application & Data

Federation in the Cloud

Internal 
Identity Service

Cloud 
Identity Service

External 
Log On

Organizational
User

Identity 
and Access 
Approval

Request 
for Access

Business Owner

Auditor

Internal
Admin

Federation 
makes it 
possible to 
securely  use
the 
organizational 
identity 
service to 
access the 
Cloud service

Federation
Infrastructure

SAML
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Key Questions:
Your Identity and Access

Ä Key questions for the provider:
Â Does the system allow for a federated IDM 

infrastructure which is interoperable both 
for high assurance and low assurance 
(e.g.. username and password)? 

Â Is the cloud provider interoperable with 
third party identity providers? 

Â Is there the ability to incorporate single 
sign -on? 

Â Does the client credential system allow
for the separation of roles and 
responsibilities?

Â Is there mutual authentication)? 

Security Risks in the Cloud22

ISO 27001 Control 11.2: 

Business Owner
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Q2: Where will my data be 
geographically located?

Security Risks in the Cloud23



Legal Risk:
Data Protection
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Risk
Probability Medium

Impact High

Two Arrested in iPad Security Breach  
The Wall Street Journal,
January  19 th , 2011

Two computer hackers have been arrested for allegedly using 
a security breach of AT&T Inc.'s servers to gather email 
addresses and other personal information of about 120,000 
users of Apple Inc.'s iPad, including corporate chiefs, U.S. 
government officials and Hollywood moguls.

They have each been charged with conspiracy to access a 
computer without authorization and fraud in connection with 
personal information.

AT&T acknowledged in June that a flaw in its website made it
possible for iPad users' email addresses to be revealed and said 
it had fixed the problem. 



Compliance ïData Location

Ä Data protection and privacy should be ensured as 
required in relevant legislation, regulations, and, 
if applicable, contractual clauses.

Ä Model Contracts for Transfer of Personal Data to 
Third Countries
Â http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index

_en.htm

Ä Are Information Dispersal Algorithms acceptable 
as a solution for storing personal data?

Â Algorithms that divide the data into fragments.

Â Fragments distributed across multiple locations

Â Provide resilience and privacy

Â Is this acceptable to data regulators?

Security Risks in the Cloud25

ISO 27001 Control 15.1.4: 

http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index_en.htm
http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index_en.htm


Key  Questions ïData Location

Ä Key Questions: 
Â In what country is the cloud provider located? 

Â Where is the cloud providerôs infrastructure 
located? 

Â Will the cloud provider use other companies whose 
infrastructure is located outside that of the cloud 
provider? 

Â Where will the data be physically located? 

Â Will any of the cloud providerôs services be 
subcontracted out or outsourced? 

Â What happens to the data upon termination of the 
contract?

Â Do you rely on data dispersal algorithms?

Security Risks in the Cloud26

ISO 27001 Control 15.1.4: 



Q3: How securely is my data 
handled?

Security Risks in the Cloud27



Risk: Data Availability
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Probability Low

Impact High

Hotmail email access issue now resolved
http://windowsteamblog.com
January 3 rd 2011

Beginning on December 30th we had an issue with Windows Live 
Hotmail that impacted 17,355 accounts. Customers impacted 
temporarily lost the contents of their mailbox through the course 
of mailbox load balancing between servers.

We identified the root cause and restored mail to the impacted 
accounts as of yesterday evening, January 2nd. As with all incidents 
like this, we will fully investigate the cause and will take steps to 
prevent this from happening again. 

Weôre very sorry for the inconvenience this may have caused to you, 
our customers and partners.



Risk: Ineffective 
Data Deletion
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Missile data found on hard drives  
www.news.bbc.co.uk
May 17, 2009

Sensitive information for shooting down intercontinental missiles as well as 
bank details and NHS records was found on old computers, researchers say.

Of 300 hard disks bought randomly at computer fairs and an online auction site, 34% 
still held personal data. 

Researchers from BT and the University of Glamorgan 
bought disks from the UK, America, Germany, France 
and Australia. 

The information was enough to expose individuals and 
firms to fraud and identity theft, said the researchers.

Professor Andrew Blyth said: "It's not rocket science 
- we used standard tools to analyse the data". 

Security Risks in the Cloud

Probability Medium

Impact High



Key Questions: Media Handling ï
Backup and Deletion

Ä To prevent unauthorised disclosure, modification, 
removal or destruction of assets, and 
interruptions to business activities.

Ä Can the Provider:

Â Detail policies and procedures for backup?

Â These should include procedures for the 
management of removable ...

Â Detail the steps taken to ensure that data which has 
been deleted is completely wiped and cannot be 
accessed by other service users.

Â Ensure that devices containing sensitive information 
are physically destroyed or overwritten using 
techniques to make the original information non -
retrievable.

30 Security Risks in the Cloud

ISO 27001 Control 10.7: 



Q4: How is access by 
privileged users controlled?

Security Risks in the Cloud31



Risk: Abuse of 
High Privilege Role

Security Risks in the Cloud32

Admin Who Kept San Francisco Network 
Passwords Found Guilty 
www.pcworld.com
April 28, 2010 

the San Francisco network administrator who 
refused to hand over passwords to his boss, 
was found guilty of one felony count of 
denying computer services, a jury found.

Although the city's network continued to run, 
San Francisco went 12 days without 
administrative control of the FiberWAN , 
and that constituted a denial of service ï
- illegal under state law.

Probability Medium

Impact Very High



Key Questions:
Provider Identity & Access

Ä Questions for providers on managing 
their privileged identities:
Â What checks are made on the identity of 

users with privileged access? 

Â Are there different levels of identity checks 
based on the resources accessed? 

Â What processes are in place for de -
provisioning privileged credentials? 

Â Are privileged credentials provisioned and 
de-provisioned simultaneously throughout 
the cloud system.

Security Risks in the Cloud33

ISO 27001 Control 11.2: 



Q5: How is my data 
protected against privileged 

user abuse?
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Risk: Abuse of High
Privilege Role

35 Security Risks in the Cloud

Probability Medium

Impact Very High



ISO 27001 Control 11.2.2: 

Key Questions:
Privileged Access Controls

Ä The allocation and use of privileges 
should be restricted and controlled.

Ä Questions for the provider.

Â Do any accounts have system -wide 
privileges for the entire cloud system and, 
if so, for what operations?

Â How are the accounts with the highest 
level of privilege authenticated and 
managed? 

Â How are privileged actions monitored and 
logged? 

36 Security Risks in the Cloud
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ISO 27001 Control 10.10.2: 

Key Questions:
Monitoring Use of Privilege

Ä Procedures for monitoring use of 
information processing facilities should 
be established...
...especially all privileged operations.

Ä Can the provider detail ? 
Â How are privileged actions monitored and 

logged? 

Â What recorded events result in action being 
taken?   

Â What controls are employed to protect logs 
from unauthorised access or tampering? 

Â What method is used to check and protect 
the integrity of audit logs?

37 Security Risks in the Cloud
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Q6: What levels of isolation 
are supported?

Security Risks in the Cloud38



Risk: Isolation Failure

Ä ñThis class of risk includes the failure of 
mechanisms separating storage, memory, routing 
and even reputation between different tenants.

Ä Malicious activities carried out by one
tenant may affect the reputation of 
another tenant.
The impact can be a loss of valuable 
or sensitive data, reputation damage 
and service interruption for cloud 
providers and their clients.ò  

Security Risks in the Cloud39

ENISA - Cloud Computing - Benefits, risks and recommendations for information security 
http://www.enisa.europa.eu/act/rm/files/deliverables/cloud -computing - risk -assessment

Probability Medium

Impact Very High
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ISO 27001 Control 11.6.2: 

Key Questions: 
Separation/Isolation

Ä Sensitive systems should have a 
dedicated (isolated) computing 
environment.

Ä Questions for the provider:

Â What levels of isolation are used for virtual 
machines, physical machines, network,  
storage, management networks and 
management support systems, etc.

Â Provide information on how multi - tenanted 
applications are isolated from each other. 
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Q7: How is my data 
protected in virtual 

environments?

Security Risks in the Cloud41



Risks - Virtualization

ÄPCI DSS specifies ñone function per 
serverò. This is taken by some 
auditors to limit virtualization.

Ä A VM Image is completely 
transportable and can be installed on 
any machine!

Security Risks in the Cloud42

Source: Payment Card Industries Data Security Standard.

Probability Medium

Impact Very High



ISO 27001 Control 10.7: 

Key Questions:
Protection of VM Images

Ä Appropriate operating procedures should 
be established to protect documents, 
computer media, ..from unauthorized 
disclosure, modification, removal, and 
destruction.

Ä Questions:
Â Are virtual images hardened by default? 
Â Is the hardened virtual image protected from 

unauthorized access? 
Â Confirm that the virtualised image does not 

contain the authentication credentials? 
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Q8: How are the systems 
protected against internet 

threats?

Security Risks in the Cloud44



Risk: Economic Denial 
of Service
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Bot herders hide master control channel in 
Google cloud
By Dan Goodin in San Francisco
http://www.theregister.co.uk/2009/11/09/bot_herders_coopt_google_appengine/Oct 15, 2009

Cyber criminals' love affair with cloud computing just got steamier with the discovery 
that Google's AppEngine was tapped to act as the master control channel that feeds 
commands to large networks of infected computers.

The custom application was used to relay download 
commands to PCs that had already been infected 
and made part of a botnet , said Jose Nazario , the 
manager of security research at Arbor Networks. 
Google shut down the rogue app shortly after being 
notified of it....

Researchers from Symantec found a Facebook account 
pumping commands to zombie drones. And in August, 
Nazario found several Twitter accounts that were doing 
much the same thing.

Security Risks in the Cloud

Probability Low

Impact High


