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COBITe
COBIT 5:
| ]
Figure 12—Val IT 2.0 Key Management Practices Covered by COBIT 5 . Th e Fra mewor K Figure 13—Risk IT Key Management Practices Covered by COBIT 5
Val IT 2.0 Key Management Practices Caveresdbn COSH
3= Exposure Draft Risk IT Key Management Practice

VBB Develop an understanding of the significance of IT and the role of governance. EDML.1
\ISiE Establish effective reporting lines. EDMIL.1 (B Perform enterprise IT risk assessment. f\[;gﬂlez‘g
V(SR Establish a leadership forum. EDM1.2;APOL.1 (i Propose IT risk tolerance thresholds. EDM3.1
VIS Define value for the enterprise. EDM2.2 H{eN W Approve IT risk tolerance. EDM3.1, EDM3.2
Wi | Ensure alignment and integration of business and IT strategies with key APO2L (R A Align IT risk policy. EDM3.1, EDM3.2

business goals. LER ISR Promote IT risk-aware culture. EDM3.2
VIS Define the value governance framework. EDM1.2 GER N Encourage effective communication of IT risk. EDM3.3
IPRR Acsccs the quality and coverage of current processes. APOL7 i(cyH B Establish and maintain accountability for IT Risk Management EDM3.2
O ontiy and prioritise process requirements, APOL7 RG2.2 Co—ordina-te IT risk. strategy and t:cus'\ n.ess risk ftrategy EDM3.1, EDM3.2

H{eyIe I Adapt IT risk practices to enterprise risk practices EDM3.1, EDM3.2

\cr BB Define and document the processes. APOL.7 . ) EDMA4.1, APO7.1,
T Establish, implement and communicate roles, responsibilities and APOL2 LCPERN Provide adequate resources for IT risk management APO7.3

accountabilities. ey Provide independent assurance over IT risk management EDM3.3
\UcP R Establish organisational structures. EDM1.2;APO1.2 EDM1.1, EDM1.2
VSN e portfolio types. P C()BII@ H{eER M Gain management buy-in for the IT risk analysis approach EDM3.2, "
V[ WIN Define categories (within portfolios). EDM2.2 GEWAN Approve IT risk analysis EDM3.1
Ve Develop and communicate evaluation criteria (for each category). EDM2.2 LcEXEMN Embed IT risk considerations in strategic business decision making | EDM3.1
Ve Assign weightings to criteria. EDM2.2 AR I Accept IT risk EDM3.1
\ [} Define requirements for stage-gates and other reviews (for each category). EDM2.2 R GICERN Prioritise it risk response activities EDM3.2
\'BB Review current enterprise budgeting practices. APOB.3 c OB I T 8 5 : RE1L.1 Establish and maintain a model for data collection. APO12.1
\IB AN Determine value financial planning practice requirements. APOG.1 Process Reference Guide 3R Collect data on t.he operating environment. APO12.1
IR (centify changes required. APOB.L S{SER Collect data on risk events. AP0O12.1
VLR AN Implement optimal financial planning practices for value management. APO6.1 Exposure Draft RE1L4 ‘der_‘tiﬁ/ ris'f factors. - APO12.1

=N B Define IT Risk Analysis scope AP0O12.2
A

In COBIT 5 Value creation means
realising benefits at an optimal

resource cost whilst optimising risk -HSA CA

Trustin, and value from, infarmation systams
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TN,

Global Status Repol

T /ea”ty Today

4v | Arecent survey found
that threequarters

of European business
leaders consider their
companies o0
oextremely

+SACA

Twothirds of respondents to
the survey placed IT among
the top three mechanisms
for achieving competitive

to technologydriven advantage
di srupti

The promise

of Tomorrow
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‘HSACA@ Global Status Report

Trustin, and value from, information systems
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The key findings are:

1. ITisconsideredto beimportant orveryimportanttothe delivery of the overall
business strategy and vision by 94 percent of respondents.

2. Thecontributionof ITto the businessis widely recognised, with value creation
of It investments being one of the most important dimensions (mentioned by
more than nine out of 10 respondents).

Percent of
Business Percent of
Contribution of IT to the Business Respondents IT Respondents
IT investments create value for the business. 87.8 92.4
IT service levels meet the business needs. 70.0 83.5
IT supports the business strategy. .7 89.5
IT enables rapid business change. 80.8 77
IT supports business regulation and compliance. 771 82.4

—+HSACA

Trustin, and value from, infarmation systams
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Perceptions on Enterprise IT |’ ’—F
and its Governance F

Contribution of IT to the Business

IT investments create
value for the business. 38 24

IT service levels meet
the business needs. 216

IT supports the
business strategy. J2d 8

: ~

IT enables rapid
business change. 28.5

IT supports business

regulation and compliance. 26.1

|
0% 20% 40% 60% 80% 100%

[J Strongly agree B Agree M Neither/nor [ Strongly disagree/
Disagree/Don’t know

© 2011 ITGI. All rights reserved 6
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Figure 5—Top Seven Business Issues Overall

NUMmber of Importance Ranking

Business Issue Responses | Weighted Score 1# 2= 3 4t Gt
Regulatory compliance 1,309 4,621 17% 15% 10% 7% 7%
Enterprise-based IT management and IT governance 1,239 4 386 19% 11% 8% 7% 8%
Information security management 1,292 4,083 11% 12% 12% 1% 8%
Disaster recovery/business continuity 1,064 3,139 8% 9% 10% 10% 9%
Challenges of managing IT risks 832 2.4 6% 7% 8% 8% 6%
Vulnerability management 743 2,095 4% 6% 8% 7% %
Continuous process improvement and business agility 681 2,002 6% 5% 6% 7% 6%

ﬁ— IT project risk 40.3%
-

Figure 7—Enterprise-based IT Management and IT Governance Drill-down Importance (All Respondents)
|
44.8%

BUSINESS,/TECHNOLDGY ISSUES 2 —

SURVEY RESULTS
2011

Performance management tools and pursuit of 47 1%
outcomes/benefits of IT-driven change

S Communication and reporting tools and focus _
\ 45.7% 35.7%
\y on the business value of [T-driven change

Portfolio managment tools and better visibility/management 115%
of the different categories of IT-enabled investments

Knowledge management techniques, 1%
methods and tools :

|
0% 20% 40% 60% 80% 100%

v O (4) Somewhat important [ (5) Very important




‘HSACA The Challenges of Complexity,
HorerEngnd capier Detail and Time

Models ¢ Frgn]\eworks C GQod PracticAes help us make sense of the
O2YUSEUO YR UKS OKLIF f f Bogdthdpst ¢
hyS 3IASYSNIUGA2YC

Wh@/’@ [0 start Practice can soon become the
with a blank baseline for the next!
sheet of paper?

00 822

Route maps or plans reflect the choices we make to guide our

organisations to our defined destination #SACA

www.isaca.org.uk/northern
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o7 here are few things as useless
O If not as dangerous 0 as the right

answer to the wrong question o
Peter Druckerd ¢ KS t N} O0AOS 2F al yl 3SYySyl
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How much knowledge, experience and skill do members of a
governing body, or their independent advisors need to have to
understand, challenge, determine and evaluate the role and
performance of IT within the organization?

What is the appropriate mix of governance mechanisms and
management systems to ensure that the level of integration
between the business and IT IS appropriate to meet the
challenges of today and seize the opportunities of tomorrow?

HSACA

10 Nnrlhern England Ehaplr—:r
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‘HSACA Governance and Management
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What are the decisions that need to be made?

Global

Where should they be made?

Regional
Who should be involved?
Governance
mechanisms

and management
Business Unit FRVTY

When, where and how will Country
we reap the benefits?

RACI ¢ Responsibility ¢ Accountability ¢ Consulted - Informed

—HSACA

11 Nnrlhern England Ehaplr—:r
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‘HSACAE The Business Challenge

Trust in, and valve from, infarmation systems
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Define strategy

Create value Preserve value

Good things to
happen

Bad things not
happening

Resolve problems

Continuous
improvement

Measure results ‘ﬁs A c A

Trust im, and value from, infarmation systems
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Drowning in Data?

ENTERPRISE VALUE:
GOVERNANCE THSACA
o ) Suy Understanding
The Val IT Framework 2.0 the Business Case How Biisingss &
for CosT"and Val IT” KO S S
Executve Briefing Drive IT Goals
4 < 2
ard Briefing i Ervpuntve Frtnwr S o e &
on I'T Governance =
E'f! Ef lT 1asi AT
Bournal Unlocki
pem— : P C— Identifying and Aligning
Valu ) e e Business Goals and

IT Goals: Full Ressarch Report

T HSACAD

T HSACA

+ISACA

Trust i, and value from, information systems

Northern England Chapter
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Trustin. and value from armation
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é Are we )
doing the i
rigght Strategic
i 5 Define strategy Alignment
\ ings ¢ y
Value - Risk
Delivery Management
Good things to Bad things not
happen happening
Resolve problems
IT Resource
( N
Are we Management
doing them Continuous
the right improvement
way? Performance
\| J Measurement
www.isaca.org.uk/northern

he Five Focus Areas of EGIT

( )
Are we
getting the
benefits?

. J

Are we
getting

them done
well?

HSACA

Trustin, and value from, infarmation

14 Northern England Ghapler



here are no such
things as the one right
organization.
_There are only

| organisations, each of
which has distinct
strengths, distinct
limitations and specific
applications

Peter Drucke‘r - Management Challenges for the 215t Century



A given organization structure fits |
certain tasks, in certain conditions and P
at certain times

Peter Drucker- Management Challenges for the 215t Century



‘HSACA Governance Overview

Trust in, and valve from, infarmation systems
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Strateg T Gl I SlieBg Processes Activities
Mechanisms

IT Strategy

> )

Committee

Investment &
] .

Services Board
Innovation
Committee

IT Steering

md Committee
—>
—>
9

Strategic
Alignment
Boarg Briefing ENTERPRISE VALUE:
VN P E R P RIS ESVAIL TIES
Value on I'T Governance \gg\fﬁlu\m\wﬁ
Deliver QL INVESEVIENIES
The Val IT Framework 2.0
Risk
Management
Resource
Management
Performance
Measurement

Technology
Council

IT Architecture
Review Board

Value Management
Office

17



‘HSACA Val IT Principles
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IT-enabled investments will be managed as a portfolio of investments. Optimising
investments requires the ability to evaluate and compare investments, objectively select
those with the highest potential to create value, and manage all the investments to
maximise value.

IT-enabled investments will include the full scope of activities required to achieve
business value. Realising value from IT- enabled investments requires more than
delivering IT solutions and servicest it also requires changes to some or all of the
following: the nature of the business itself; business processes, skills and competencies;
and organisation, all of which must be included in the business case for the investment.

IT-enabled investments will be managed through their full economic life cycle. Business
cases must be kept current from the initiation of an investment until any resulting
service is retired. This principle recognises that there will always be some degree of
uncertainty and that variability over time in costs, risks, benefits, strategy, and
organisational and external changes must be taken into account in determining whether

funding should be continued, increased, decreased or stopped. , SA CA

7 value from

www.isaca.org.uk/northern 18 Murlhern England Ghapler



‘HSACA Val IT Principles
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Value delivery practices will recognise there are different categories of investments that
will be evaluated and managed differently. Such categories might be based on
management discretion, magnitude of costs, types of risks, importance of benefits (e.g.,
achievement of regulatory compliance), types and extent of business change.

Value delivery practices will define and monitor key metrics and respond quickly to
any changes or deviations. Metrics must be established and regularly monitored for
the performance of (1) the overall portfolio, (2) individual investments, including
intermediate (or lead) metrics and end (or lag) metrics, (3) IT services, (4) IT assets and
(5) other resources resulting from an investment, to ensure that value is created and
continues to be created throughout the investment life cycle.

Value delivery practices will engage all stakeholders and assign appropriate
accountability for the delivery of capabilities and the realisation of business benefits.
Both the IT function and the other parts of the business must be engaged and

accountablet the IT function for IT capabilities, and the business for the business
capabilities required to realise value.

Value delivery practices will be continually monitored, evaluated and improved. As
enterprises gain experience with Val IT practices, learnings can be applied so that the
selection of investments and the management of them improve each year.

www.isaca.org.uk/northern 19



'ﬂSAEﬁ he Business Case

Trust in, and valuve from, information systams
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Business
Case
Development
THE BUSINESS CASE GUIDE: ) Business
Using VaL IT™ 2.0 Outcomes
Business
? ’ Capability
2
= Operational
Capability
Technical
w Capability
Monitor
7 . and
IP'[T: +HSACA Control

+ISACA

Trust i, and value from, information systems

Northern England Chapter
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‘HSACA Business Case Template

7 value fram, infarmation systems
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wCover sheet wlntroduction/background
¢ Programme name ¢ Opportunity and problem definition
¢ Business sponsor w tNRoOoftSY (2 6S | RRNBaaSR
¢ Programme manager w t dzN1J2 &S
¢ Revision notes w {GNYGS3IAO O2yiGNROGdzOAZ2Y
¢ Validation signatures ¢ Recommended solution
¢ Approval signature w {02LIS
wExecutive summary w .dzZAAySaa AYLI O
¢ Programme context w ! LILINE | OK
w bkYS w 'taSNYIGADSa
w .dzaAysSaa alLkZ2yazN G Value impact (attractiveness)
@ ¢N} Ol NBO2NR 2F Yl yI Z8n¥noialdhd nbnJihantial benefits
w /FTUSIZ2ZNE 27 )\VQSauYSﬂ)u55aoNJ\LJu7\2y
wProgramme description/profile w aSl adzNBa
¢ Synopsis of business case assessment w ! 002dzy il 6Af AGASA
wProgramme contribution (value) ¢ Costs (full economic life-cycle and full IT and business
wProgramme plan and timing (schedule) costst best case, worst case, most likely case)
w [/ KFEy3SsS AYLX AOFUAZYa ¢Organisational change implications (feasibility)
w YS& Nmxalta X ®w . NBIFIROK FyR RSLIGK 2% OKI y:
w /[ 2YLI N UAGS Gt dzS a dzydrdariibZional capability and readiness
¢ Risks and assumptions and their mitigation (feasibility)
w 5StAPBSNE NRA&] A&
w .SYySTAG NRaja
..... maore ’ "SACA
www.isaca.org.uk/northern el fom ermeon Sysens
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Business Case Maturity Levels

Treat as a living
document

Economic Life Cycle

owver the full economic life cycle

Dynamic management to the resulting assets

Level 4—Accountability and Value
Categorisation of investments with selection of
programmes based on valve with clear accountability

Focus on value and managed for a defined period of time

Level 3—Programme Management

Selection and limited management based on emerging business
change and programme view with full IT costs and some
business cosis over some arbitrary time period, developed

by IT and business with clear roles and responsibilities

Understand
full scope

Level 2—Some Business Engagement and Focus

Move Some selection of IT project’solwtion/service delivery with more specific
outcomes with some financial metrics, developed by IT with some
DEFU nd IT business engagement with some consideration of ongeing IT costs

Level 1—IT Cost Focus
Individual description of IT project’solution, with broad statements
of delivery outcomes, developed by IT with primary focus on

L initizl IT spending

Level 1 Level 2 Level 3 Level 4 Level 5
IM1.1 IM1.2, IM2.1 | IM3.1 M4.1, IM4.2, | IMB.A
IM4.3, IM5.1,
IM5.2, IM5.3

Applicability of Val IT Framework 2.0 Key Management Practices

Figure 8—Business Case Maturity Levels 1 to 5

Level 5—Dynamic Through Full

www.isaca.org.uk/northern

SACA

Trustin, and value from, infarmation systams

Northern England Chapter
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ENTERPRISE VALUE:
GOVERNANCE
OF I'T INVESTMENTS

Getting Started With
Value Management

An Executive Primer Based on the
Fal IT Framework 2.0

al I I GOVERNANCE
T INSTITUTE"
BASED ON CoBIT® fanadn mvg BT Govanoers Comy v

he Getting Started Guide

1. Taking the First, Pragmatic Steps

Toward Value Management

L¢eQa x| tdzS hFaSy t N
The Most Common Challenge: The

Absence of a Structured Approach
LeDLQA I f L¢ CNJI YS
The Second Most Common Challenge:
Understanding How to Begin

How This Guide Can Help

2. Recognising Pain Points,Trigger Events
and Other Symptoms of Need

Six Typical Challenges in Creating Value
Trigger Events and Other Drivers of

Change. ‘ﬁSACA

afue from, i

www.isaca.org.uk/northern
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Sel

ect

ng t he

capabilities

See COBIT (Al1-7, DS1-
13)

1 Limited or no understanding of
IT expenditures

£] Business abdication of decision
making to the IT function

Communication gaps between
the IT function and the business

4
] Questioning the value of IT
6

Trigger Events
7 anging ading
8 e market @

The Suggested Approaches

Build awareness and understanding
of value management

Implement or improve governance

Undertake an inventory of
investments

M Clarify the value of individual
investments

Conduct investment evaluation,
prioritisation and selection

4 Primary Approach

Secondary Approach

www.isaca.org.uk/northern

24 Northern England Chapter
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+HSACA Components of a Results Chain

Trustin, and value from, information systems
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Intermediate Ultimate Outcomes
Outcome Business Benefits

Contribution Contribution

>

)

Assumptions Assumptions

—+HSACA

Trustin, and value from, infarmation systams

25 Northern England Chapter
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"HSACA Approach 1: Build Awareness and
e JNI@IStANAiNg of Value Management

Nnrlhern England [:hapler
The symptoms:

C There is no shared understanding of what constitutes value for the enterprise,
what level of effort is required to realise it or how to measure value.

C Asaresult, opportunities to realise value are missed or fail in execution, and
value is often eroded or destroyed.

The challenge:

The need to create value is not adequately appreciated by key decision makers and
stakeholders in the enterprise.

+ fdzS R2S4a y20 2dzad yl ddzN> ftfeé WSYSNAHEBSQ
actively created.

The problem is that, while the concepts of value management have been around for

decades, the notion of value creation and preservation through business change in modern
enterprises is usually treated as an implied principle and not a conscious and pervasive

tenet to guide behaviour.

www.isaca.org.uk/northern 26 Murlhern England Ghapler
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_.f.ISACA Approach 1: Build Awareness and

Understanding of Value Management -1

Nnrthern Englam:l Cha[er

Define the value Increased
proposition for understanding of
introducing the contribution to
value management business value that is
made by IT
(addresses pain
point 5) Establishing Executive

/’ Commitment, Awareness
and Understanding of
Define the vision Awarenessand % Value Management
and road map for Commitment to understanding of

value management created management

created

Develop and undertake

Identify executive communications
sponsor and programme with IT and

GOKIF YLA 2y a busingssiexegutives on

value management

drive value _
management journey (its purpose, approach,
etc.)T includes

Val IT process VG1

27 Nnrthern England Ghapler



—ffSACA Approach 1: Build Awareness and Understanding

Trust in, and value from, infarmation systems Of Val u e M an ag e m e nt - 2
Northern England Chapter

The vision and road Leveraging Commitment and
map are used to

determine the funds Unders.tandmg by Business
and resources for Executives of Value

introducing value Management
management

Assumption:
The most
senior management
support the
value management

journey

+ISACA

Trust i, and value from, information systems
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—HSACA PEST...EL and PORTER
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Economic

Marketplace
and space

Competition

Environmental

TISACA

29 Northern England Chapter
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FredReichheldd ¢ KS ! f GAYIF GS vdzSadAz2ye
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al 26 fA1Ste A

Key Key Activities Value Customer Customer What are the
Partnerships Propositions || Relationships Segments touch points
in your
customer
experiential
lifecycle?
Key Resources Channels
R=G N=1
G¢KS bSg ! 3S 27 Prahylad@MbKiishiay ¢ 068 /Y
Cost Structure or Revenue Streams or
Social and Environmental Costs Social and Environmental Benefits




_HSACA Information Services

Northern England Chapter Resource and Control View
Smart -
Business
Data  payices Business Process/es Cuor:trols Data

Supply

Demandl
General IT

Application IT Processes Controls

Controls

A Systems development
A Change management

Generic IT Resource

Process A Security

Stack

Controls A Computer operations

= ~ISACA

31 Nurlhern England Ehaplr—:r
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The Organisation

Value
realisation
through
utilisation

Business

Strategy Demand

Exploitation

Deliver
services

IT

Diagram I R | LJ( S RBenBfitsBVi¥hagément ¢ Delivering Value from IT & IT Investmentsé
by John Ward and Elizabeth Daniel

Reality on the Front Line

Information
services
provide
business
capabilities
(Benefits)
which when
exploited
enable and
support value
realisation in
the normal
course of
business

1HSACA

www.isaca.org.uk/northern 32
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'HSACA A Possible Value and Benefits Roadmap

Trustin, and value from, information systems
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Economic
Benefits Do New Do Things Stop Doing
Management Things Better Things
Business
: Outcomes
Environmental
T & C R
- Key . Key Activities Valn.m; S Customer ¢ Bus iness
artnerships Propositions p g
Capability
Operational
Key Resources| Channels capa bil |ty
Technical
Capability
Cost Structure or Revenue Streams or
Social and Environmental Costs Social and Environmental Benefits
Are the benefits — Observable? — Measurable? — Quantifiable? - Financial?
Cranfield Degree of Explicitness of Benefits
Smart Business - - e MISQ “Building Better Business Cases for IT Investments” by John Ward, Elizabeth Daniel and Joe Peppard
Data  payices Business Process/es i Data School of Management
Observable Measurable Quantifiable Financial
Byuse of agreed criteria, specific This aspect of performance is Sufficient evidence exists toforecast Byapplying a cost/price or other
Demand Su pp\y individuals/groups will decide, currently being measured or an how much improvement / benefit valid financial formula to a
basedupon their experience or appropriate measure could be should result from the changes quantifiable benefit financial value
judgement, to what extent the implemented. But it is not possible can be calculated
Application TP _ General IT benefit has been realised toestimate by how much
Granttial jopesses Controls il -
performance will improve when
- Systems development changes are completed
Generic IT Resource . Change management @
Process Stack = Security
Controls « Computer operations
Data
: Trust in, and value from, infarmation systems
www.isaca.org.uk/northern
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Val IT Worksheets

Wedlbarn Erglard Chagha LEED oW A T
Wil bavn Prglana Chaghai
DECIOZ PLANNING PROVIDES THE ERIDGE QELIVER Thee goal of walue gewenases (ViG] 5 0 msu e thal vaks:
“hine of us & | " Iy the froet dne fhat delvers the “The best plans wont work maicss the peopic L et whe sbvaia i th anberprte, snabling i o
mnrm-:‘.'l.m botiem lne” (Sfeven Cowey) L siure oplimal vabee fram i im el - s
G ::I.:J;:.m. FEC = Awameis and Commant Sir s L
A = Acerumtability PPEF - Pelichs, Plans asd Protsd s YGA Establish irdormied snd comimitled laderbip
C = Consubad TEA Took and Astomation WED Dulica and irgliee m geocimsin,
I = iniformid SRE Shills and Expeiting
REA “m"'"!ﬂi"‘"‘"‘" Aszoue Lalsility i3 Delies pomiolo characteristics.
GEAM = Goal Setting and Mamuramest
| Wehan are whi el imgeoriant lasks MWy are iy not complated peopary? WA Ahge and inlagr abs value gt with sl pie Tinancial
Al&a]cC I | Valué Goversais BRC PFREF T&A SRE REA GELM
1 W5 Escablish eMective gormrnanoe mesiloing
3 VEE Cestinuosly improve valus managamist pracice.
A & C 1| Wihich bt tasks de we oo BT And wiby? | ARC PFPEP ThA ERE Aka LR
3 1
]
Pertfolis Matagiran
1
3
1
3
R| A& C 1| Whire do we hawe T biggist rooes Tor AR PFPEF TaA ERE kA [eLtAE
iEpieainEnET Afd wliy?
sl Managemet 1
1
1
1
3
3
ISACA Northem England Chapter www.isaca org.uk/northem ISACA www_Saca.ong
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—+SACA The Way Forward
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? Realism
? Relevance
? Results

V Speak

Trust im, and value from, infarmation systems

Northern England Chapter
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