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What is Web 2.0?

e Synonymous with “Social Media”?

* Many technologies & uses

* Web-based “communities”
— Knowledge sharing
— Collaboration
— User participation
* Web 1.0 > One to Many
* Web 2.0 > Many to Many



Concepts & technologies

RSS
— XML

Podcasts

(Micro)Blogging
— Twitter

Wikis

IM

Tagging

— “Folksonomies”

Mashups

UGC
— CGC

Collective Intelligence
SAAS
Enterprise 2.0



Web-based “Communities”

BBC
Amazon

MySpace
Wikipedia
Facebook
Flickr
Twitter
LinkedIn
YouTube

Tripadvisor
Kelkoo

Revoo (Tesco, etc.)
Ticketmaster

Etc.



Can you ignore it?

* Reliance on strong existing policies

— Culture and Ethics Policy
— External Communications Policy
— Internet and Email Policy

e Surely this is enough ... or is it?
— Social Media Policy



youropenbook.org

Facebookuserl Just got a good deal with Axa insurance on the web, a grand
cheaper than what my current insurer wanted. So Quinn you can stick your quote
up you’re **** 3 days ago via Mobile Web

Facebookuser2 Never got the smelly job in AXA :(:( i need a job anyone

Facebookuser3 is no longer a fan of axa. thanks for puttin my insurance UP after
two years no claims. :( 5 days ago via Facebook for iPhone Forkhill

Facebookuser4 ffs it cost €1400 to get insured on colman's van for 9 months that
nearly 500 more than what he's payn for a full year with axa....argh..another
example of how the system ****gs you!!ll 15 days ago Edinburgh, United Kingdom

Facebookuser5 Just got my written life insurance quotation through and it has
gone up from an estimated £8 a month to £90 a month due to racing bikes and
working offshore! | don't think so AXA! 15 days ago Carlisle, Cumbria

Axa RoadSafety Putting off your car insurance - check out this funny Youtube video
about procrastination, http://blog.axa.ie/2010/05/putting-off-your-car-insurance/
blog.axa.ie When it comes to car insurance most people tend to put it off.It
wouldn't be top of many peoples to do lists. Are you a bit of a ‘putter-offer’!? Like
to Putting off your car insurance? AXA Insurance Blog 15 days ago



http://www.facebook.com/profile.php?id=1156738452&v=wall
http://www.facebook.com/profile.php?id=1156738452&v=wall
http://www.facebook.com/profile.php?id=1156738452&v=wall
http://www.facebook.com/profile.php?id=736180192&v=wall
http://www.facebook.com/profile.php?id=1540215163&v=wall
http://www.facebook.com/profile.php?id=1540215163&v=wall
http://www.facebook.com/profile.php?id=100000331403063&v=wall
http://www.facebook.com/profile.php?id=100000331403063&v=wall
http://www.facebook.com/profile.php?id=512239157&v=wall
http://www.facebook.com/profile.php?id=512239157&v=wall
http://www.facebook.com/profile.php?id=100000560024202&v=wall
http://www.facebook.com/profile.php?id=100000560024202&v=wall
http://www.facebook.com/profile.php?id=100000560024202&v=wall
http://www.facebook.com/profile.php?id=100000560024202&v=wall

The “Domino” effect

e Domino Pizza Employees pranks on YouTube

e Domino Pizza President (US) Apologises



http://www.youtube.com/watch?v=g-Z2x4SClaE&feature=related
http://www.youtube.com/watch?v=g-Z2x4SClaE&feature=related
http://www.youtube.com/watch?v=g-Z2x4SClaE&feature=related
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The “Domino” effect

| Time | 08:00 | 11:15 | 17:00 | 21:30 | TVNews | _Papers _

Hits 563,000 636,000 745,000 930,000 Millions Multi-Millions

* The cause
— Two rogue employees?
— Poor hiring practices?

* Or
— Ostrich management?



To err is human ...

* [t’s OK to mess things up

— Have a plan

— Acton it

— Communicate swiftly

— Proclaim results of your actions

— Explain why the bad things won’t happen again



Engaging Web 2.0

e Web 2.0 difficulties

— Network firewalls don’t protect against standard
http & https protocols

— Traditional anti-virus are file-based, ignoring
browser scripts

— Blocks are inadequate as malicious code can be
anywhere (branded sites can be infected)

— URL filtering bypassed by aggregated content



Engaging Web 2.0

* 95% UGC is spam or malicious

— Registration reverses these figures

* 92% of adult phishing scams are on social
networking sites

* 81% emails contain a malicious link
— Do you trust the sender of that tiny.url/?

(Figures from Websense Security Labs)

e “Clickjacking" attacks



Engaging Web 2.0

* Mitigations
— Effective policy management over web access and
security
— Reporting of web usage patterns, by role
— Limits on access (needs only, reasonable use)

— Real time scanning of all web content, including
encrypted content

* Monitor for transmission of sensitive and regulated
data



So what’s in it for me?

e Socialnomics — why not ignore Web 2.0?
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So what’s in it for me?

Sell more stuff

Market better

Communicate more effectively
Keep happy customers

Enhance third party relationships



Getting it wrong

 Followers of the VodafoneUK Twitter account

were rather taken aback on Friday, when the
message "fed up of dirty homo's[sic], going
after some beaver" appeared on the
company's account.


http://twitter.com/Vodafoneuk
http://twitter.com/Vodafoneuk
http://twitter.com/Vodafoneuk

Getting it wrong

* HabitatUK hashtag abuse

“Yet another example of
a company getting Social
Media wrong and doing
damage to their brand as
a result.” Anon.

Home Profile Find People Settings Hefp Sign out

@cimota Its hard not to label
@HabitatUK as a spam-bot. Terrible
thing to do to a premium brand.

mattfarrugia
P Mait farrugia

RT @Roshorner: Terrible marketing
behaviour!! RT @HabitatUK #iPhone
Our totally desirable Spring collection
now has 20% off!

theletterj

} Jarrold




Getting it wrong

e “2 fat 2 fly” Twitter storm.

— Film director Kevin Smith ejected by Southwest
Airlines for being too fat.

— The ensuing debate led to a temporary failure of
Southwest’s servers due to the weight of traffic.

 "Wow. @southwestair servers going down
because of traffic from kevinsmith fiasco.
They'll blame THAT on my width, too.”



Getting it right

* “Dell has claimed that direct sales of its
products through Twitter and Facebook
earned it S9 million in 2009, as the company
urged small business to make best use of
social networks.”



Getting it right

twikker

Hlstsy £~

Okay. I'll give you one more
opportunity to plan for your
#retirement. Then I'm gonna just sit
n you.

You've seen me on TV, click here to hear me tweet. hitp /it ly
WALIAY

I've got a 1ot on my mind, Click here to hear. hitp /it ly/DAkkMr

0 )

on my mind. Click here to hear. http. /it ly/oeWEG1

tech

I've got a lot

Does the thought of planning for #retirement keep you up at night?
If s, then follow me

Does the thought of planning for #etirement keep you up at night?
If s0, then follow me

Home Profile Find People Settings Help Sign out
E5Y AXA EQUITABLE

Name 200Ib Gonlla
Location In the room
Web hittp fhwwiw axa-eq

Bio I'm that volce in your head
reminding you to think about
your retirement. So whatever
you do, dont ignore me. Go to
Wi axa-equitable com for
more information

384 364 12
following fodowers  kisted

Tweets 109

Favontes

Actions

block AXA_gorilia
report for spam

Following

ARRESA
AFEN - &
BeFELD
X.HAR4R
ADMELI
PR el

Viaw all

RSS fead of AXA_gorilia's
tweats

Ing / stindards



Getting it right

* AXA Equitable launches two
applications specially designed for
women on Apple’s iPhone and
iTouch

* AXA Insurance AXAdent — motor
insurance claims and advice right at
your finger tips

— capture photos of any vehicle damage
or driver details following an accident




Getting it rig

redefining / standards

Home  Now Flave your say — Drver stivey Mind the beap

AXA Cay
Inuurance - Gt .
up to B0% No M

[ Clalmes Discount
oourtesy and respect baclk o British rome hote nowl

Al too often nexpariuneed divers give themeolves Sway behind o
N uote
th whoal of & o, sy lose thelr manners and samstirmes (o

mathlas tao The vast majorty wauldnt behave THIsWay ss
AXA dilver suivey

podesttiane so why do they do If we divers?
I you think thie type of behayiour (& inesponeible spd needs 1o
Y A yon Al navid R0 D) ' ALAKA Wit valus exporionce
How wipatienced o diver arm

change, we waltome your exparience as deivers and invite you I

to sharm It on this site J you Why not take our guie
and find out

e

AXA apps

Have your way . Latest nows

o you think there's Mind the baop

lwok af respoot an The Fiat Punto haw been found to have

FFind out the latest

Eiritieh ronds today?

wrmmrrmte T —————r—
Share your comiments

The Other Highway Code

"Oriver in front has o
wic ke hifi" \

B TR (T (T

Probably not an AXA dilver

the most stressful car bhorm i our
unlque micpariment Charley Boarman
1o Kieldng off the '"Respect on the
Road" campalgn and urging people to
use thelr harns more respactiully

Wa want you to vate for your favourite
aut af the five car horne found to be the
Nnst strosstul' in the wipaeriment

Exporlonced dilvers wanted

ey

=
IUAXA Ca

tochnology news
and appu for
download fram the
AN froup

“Downtond an wpp

Slgn up to news aleris
Slgn up hore for the latest

Ruspoct on the Road news
and information

I nter amal addie )




Encouraging positive results

* Social Media Policy

— Existence of and adherence to corporate policies on social
media use.

Activity Monitoring

— Regular monitor use of social networking channels with
appropriate action against violations.

e Content Modification

— How comments and posts are applied, reviewed and
removed.

e Content Archival

— Effective content archiving as required by legal and
regulatory bodies.



Don’t forget

* The unspoken word - “Privacy”

— Privacy salience
-~ Awareness Trailning?’
— Awareness




Thank you

* Any questions?



