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Definition and History

• Social Engineering – manipulating 
people to trick them into giving 
out information or performing an 
action

• First used in 1930s Europe to 
describe the manipulation of an 
entire population

• Picked up by Hackers in the 1980s 
to describe non-technical hacking
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Exploiting Human 
Vulnerabilities

• Following instructions

• Ignorance

• Gullibility

• Desire to be liked

• Reciprocation

• Being helpful
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Useful Roles for the 
Social Engineer

• New technician
• Security consultant
• Manager
• Potential customer
• Business partner
• Co-worker developing rapport
• Authority threatening 
• Remote worker in an emergency
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Example (Milgram was correct!)

• 22 nurses
• Telephone instruction to 

administer a drug
• Drug not authorised
• Dosage 2x maximum dose
• Only 1 in 22 didn't obtain the 

drug and proceed to the patient
Hofling et al, 1966
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Phishing
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Phishing

From: BankX Identity Theft Protection Team
To: You
Subject: IMPORTANT: Identity Theft Incident Alert

Dear You
Our protection systems have detected an ongoing 

identity theft fraud on your account.  We have 
evidence that funds are being withdrawn.

Under our terms and conditions you are protected 
from any losses you have suffered to date.

However, you must act now to change your security 
details so you can stop any further theft.  

If you don’t re-activate your account now, you will 
be liable for any further theft from your account

CLICK HERE
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phishery.internetdefence.net
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What Next?

• Spear Phishing
– Targeted attacks

• Pharming
– Redirecting traffic through a DNS 

compromise
– “a marketing neologism designed to 

convince banks to buy a new set of 
security services” 
Anti-Phishing Working Group

• Tickling
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The Human Mind

Subconscious

Conscious

Sensory input
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The Human Mind

Conscious
• Believes it is in 

control
• Very slow
• Thinks, applies logic
• Limited multi-tasking
• No decisions

Subconscious
• In control (but can 

be 'easily' led)
• Fast
• Decides and acts
• Multi-tasking
• Remembers
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Premature Evaluation

• Child - “Don't drop that”

• Politician - “A moment of 
madness”

• “Tell me, what is your 
current password?” 
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Instant Mind Control

It is all in the handshake

• Interrupt during a subconscious 
activity

• Instant access to the 
subconscious

    Be careful!
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Easy Targets

• Security Guards
– Operate 99% in the subconscious due 

to hours of boredom and repetition

• Helpdesk Operations
– Trained to be helpful

• Example
– The PEN is mightier than the sword
– Running a 'mind script'



ECSC - UNRESTRICTED Copyright © ECSC Ltd 2006

If they can do it?
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Understand your 
Human Vulnerabilities

• Vulnerability assessment 
and testing

• Risk assessment
• Incident reporting and 

analysis
• Raise staff awareness
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Risk Assessment Process

• Information

• Information Assets

• Impact

• Threats

• Vulnerabilities

• Existing Countermeasures

• Probability

• Risk Level
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Vulnerability Testing

• Risk assessment
• Adequate resources
• Combination attacks
– Technical
– Physical

• Realistic attacks
• Use of an insider?
• Dealing with alarms 
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Countermeasures

• Systemic
–Minimise the impact of human 

vulnerabilities
–Move employees into conscious 

processing

• Staff Awareness and Training
– Trigger points
– Incident procedures


