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@ Definition and History
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Social Engineering — manipulating
people to trick them into giving
out information or performing an
action

First used in 1930s Europe to
describe the manipulation of an
entire population

Picked up by Hackers in the 1980s
to describe non-technical hacking
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Exploiting Human
Vulnerabilities

Following instructions
Ignorance

Gullibility

Desire to be liked
Reciprocation

Being helpful



@ Useful Roles for the
EGSC Social Engineer
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New technician

Security consultant

Manager

Potential customer

Business partner

Co-worker developing rapport
Authority threatening

Remote worker in an emergency
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Example (Milgram was correct!
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22 nurses

Telephone instruction to
administer a drug

Drug not authorised
Dosage 2xX maximum dose

Only 1 in 22 didn't obtain the

drug and proceed to the patient
Hofling et al, 1966
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personal & business account

Security Alert

IPlease note that Your Halifax Online Account is about 1o expire, In order for it 1 remain active, please
uge the ink below 1o proceed and restone access 1o Your Account,

ECSC -

Security Alert

Dear HalifaxBank member,

This email was sent by the HalifaxBank server o verily your e-mail address. You must comglete this process by elicking
on the link below and entering your account informaton . This ts dene for your protection , because some of aur
members no longer have access to their online access and we must verify it To verify your e-mail address and access
your bank account, click on the link below.

https: ffonline halifax.co uk/Online Banki ity JSignin/

Flease fill in the required information.
This Is required for us to continue to offer you a safe and risk free emvironment .

Thank you
Accounts Management

Terms & Conditions
Copyright © 2006 HalifaxBank Corporation. All rights reserved.
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E Always giving you extra

Deear Valued Customer,

Halifex Bank plcis commitied bo protecting you with Bhe labest technology
lex kigep your detalls secure, Qur dedicaled leams and up-o-date security
sysiems also monilor online activities and interoopt all Suspicous adion,
We do everything we can o protedt our online customers, but the steps
wae take an be much more effedtive if you work with us to protec
yoursell.

On the 3rd of May 2006, our securily Systems delocled an acpss
gttempt info your online banking aocount from P address
81.199.84.196. We issuad this alert because this IP address, whidh is
d80 in our biacklist, does not comespond with your defsult IP address
regislened with us.

Consequently, we require that you confirm your current [P address with
us. Confirming your current |P address with us will enable us protect
your online banking account from unauthorized access. Please click
here o confirm or change your currentIP address”

IMPORTANT:

If you do not confirm your current P address until 148 of May 2006,
your acoouni will be SUSPENDED for security ressons and we will send
you @ new Access Cooe by post which you will need W readivate your
onling banking servio: acoess. You will rease this within seven days if
your current IP address is not confirmed. Please dick hera to confirm
or change your current IP address*

Best whishes
I
Nigel Ridgeway
Online Security Advisor
Halifa: Bank ple

*This private and confidential emal has been sent to you by Halifax Bank
plc{regno 1060:48). Registerad in England and Soolland. Registened
offices: 1 Walerhouse Squane, 138-142 Holbomn, London ECIN ZNA,

This e-mail is confidential and for use by the addressea only. If you ane
not the intended recipent of this e-mall and have recelved it in emor,
plestse refurn the message o the sender by replying toit and then delebe it
Trom your madilbo. Inbermel e-mails ane nol necessanily secure, The
Halifax group of companies do not acoept responsibility for changes made
1o this mesaage afer it wes sent.

Whilst all reasonable care has boen taken 10 avoid the ransmission of
viruses, it is e responsibility of the redpient io ensure that the ornward
transmission, opening o use of this message and any attachments will
nol adversely afled ils systerns of data, Mo responsibilily is sooepled by
the Halifa group of com panies in tis regard and e redipient should
carmy out sudch vinus and other dhadks as it considors appropriate.

This communication does not creale or modify any conirad.

1f you would prefer not io receive information about other products and
sarvioes from us, please reply 10this e-mail with "opt-out

-

May 2006
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@ Phishing
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Always giving you extra

(FECTETY, K » Mareinformaton

Homae Hualp

Existing User - Signin
Usernama
Password

Your plsceitown of

birth? [ stgnin |

i Eocgotien your sign in details?

FIGHT ONLINE FRAUD ;&  CLICK HERE FOR THE LATEST NEWS

ECSC - UNRESTRICTED

m Always giving you extra

F .

Mew User

F Regiater my account for the online service
+ Apply fior @ new account

r Why use our garvica?

b Try our demo

¥

[FEEeETy, () » Mareinformasion

Homa Halp

Existing User - Sign in
Usernama
Password

Your placeitown of
birth? [signn |

Problems signingin?
Ecrgotien your sign in defails oris wour access suspended?

fior irfnmation on wihal we ans doing ko proled you,

A\ FRAUDULENT E-MAIL ALERT JEASICE AStEon touR PEASONAL Sch

IF you are nat 8 UK mesident, or are irying o access this site from autside the UK, please mad this important message

.. ight © ECSC Ltd 2006
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Phishing

From: BankX Identity Theft Protection Team
To: You
Subject: IMPORTANT: Identity Theft Incident Alert

Dear You

Our protection systems have detected an ongoing
identity theft fraud on your account. We have
evidence that funds are being withdrawn.

Under our terms and conditions you are protected
from any losses you have suffered to date.

However, you must act now to change your security
details so you can stop any further theft.

If you don’t re-activate your account now, you will
be liable for any further theft from your account

CLICK HERE

Copyright © ECSC Ltd 2006
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Spear Phishing
— Targeted attacks
Pharming

— Redirecting traffic through a DNS
compromise

— “a marketing neologism designed to
convince banks to buy a new set of
security services”

Anti-Phishing Working Group

Tickling



@ The Human Mind
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Sensory input

1]

Subconscious
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@ The Human Mind

ECSE
Conscious Subconscious
Believes it is in In control (but can
control be 'easily’ led)
Very slow Fast
Thinks, applies logic Decides and acts

Limited multi-tasking Multi-tasking
No decisions Remembers
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Child - "Don't drop that”

Politician - "A moment of
madness”

“"Tell me, what is your
current password?”
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@ Instant Mind Control
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It is all in the handshake

Interrupt during a subconscious
activity

Instant access to the
subconscious

Be careful!
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Security Guards

— Operate 99% in the subconscious due
to hours of boredom and repetition

Helpdesk Operations
— Trained to be helpful

Example
— The PEN is mightier than the sword
— Running a 'mind script’
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more secure

£
8 ¢
=
5

2

Copyright © ECSC Ltd 2006

ECSC - UNRESTRICTED



@ Understand your
ecSc Human Vulnerabilities
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Vulnerability assessment
and testing

Risk assessment

Incident reporting and
analysis

Raise staff awareness



@ Risk Assessment Process
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Information

Information Assets
Impact

Threats

Vulnerabilities

Existing Countermeasures
Probability

Risk Level
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@ Vulnerability Testing
BLSG
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Risk assessment
Adeqguate resources

Combination attacks
— Technical

— Physical

Realistic attacks

Jse of an insider?

Dealing with alarms
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@ Countermeasures
EGSE
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Systemic

— Minimise the impact of human
vulnerabilities

— Move employees into conscious
processing

Staff Awareness and Training
— Trigger points
— Incident procedures
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