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About Citicus Limited

e Started in November 2000 to automate the Information Security Forum's FIRM
(Fundamental Information Risk Management) methodology

® Secured exclusive, worldwide right to sell FIRM automation - reflecting Citicus
representatives’ lead role in its development - and have a continuing relationship with the ISF

e Provide Citicus One - the world's foremost tool for driving down information risk (ie
the business risk posed by mission-critical, IT-based information systems)

® Provide clients with the training and support needed to implement FIRM using Citicus ONE,
either directly or via Implementation Partners
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Driving information risk down using Citicus ONE

Citicus ONE is a customisable, web-based system:

@ developed to help you implement a formal
methodology (FIRM) for driving down
‘information risk” enterprise-wide

Top management

@ monitors risk posed by selected ‘information
resources’ (including e-commerce initiatives)

e compares actual risk with acceptable risk
and highlights changes over time

Information risk
manager

@ captures risk data using scorecards

and an incident reporting form Citicus ONE

e for each ‘owner”:
@ produces a 2-page risk

status report

@ provides guidance on
driving down risk

e helps identify and
track remedial
actions

@ produces:
o high_level risk status report The FIRM methodology is published by the

Information Security Forum, London.
”" e risk league tables - /nc/uding external comparisons

o incident lists and incident statistics
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Citicus ONE creates a virtuous circle to drive information risk down

The system supports a 2-phase, constructive monitoring process - designed
NOT to beat people up but to encourage success in driving risk down

Identify target ‘information resources’
for monitoring

Report to top management @l I Ly Issue scoreereie

‘dry run’

Prepare high-level results 2-phase
constructive S %< Track and chase
Scorecard completion monitoring AN
‘for real’, with @GR process plete scorecards

for ‘dry run’ and
produce individual
results

individual results

Re-issue scorecards ‘for real 1= Dry run central

review

Advise / assist ‘owners’

Results go to top management @ @ ‘Private’ results, give ‘owners’

(highlighting improvements early warning and opportunity

# since last period) to improve
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A mini-scorecard supports first-cut criticality assessments

Heed for information protection

The maxinum harm that could be suffered by the enterprise through a
loss of confidentiality, integerity or availability of information

Critical timezcale

Y e g | Criticality can be
Ry l assessed for individual
h:‘-r:;:.‘ﬂ"“ ’

information resources

C Seriowe harm

0 Miner hanm E —_—

E M significant
harm

Your measured criticality
Your everall criticaliby rating is 0% : Highly critical

I |

Loss of Logs of Lerr than Half s ] ) A A
confidentislity  inteqrity an hour  day day days wetk  month
o £

'I
#

Loss of avallabilivy . 5%, 2.5.% . = 3 ?5?: 1l:|llflﬂ-
Hot important’ Critical Highly critical Wery highly Eutremely
. Unaccaptable harm Lowar lavel of harm I’:E:?;;T: :’I'-'t critical critical
" Cranvetas the level of harm defined a5 baing unacceprable o the enterprise
¥ The crivcal bmescale is the shomest timescale at which the level of harm becomes wnacceptable,
ar s month’ if thiz leval iz not reached
Position in
- . league Confidentiality Critical imescale
Crltlcallty Ieag ue Scorecard / assessment table Owverall criticality rating Integrity rating  Availability rating  for availability
tables can be Billing system (IRS21) 1 B Very highly A Extremely
. critical sarlous harm
prOd uced coverl ng e-banking application (IRS17) 2 B Very highly | B Very serious | B Very serious | B Very serlous
a Iarge number Of critical harm harm harm

B Very serlous
harm

Informatlon London data centre (IRS2) 3 B Very highly

critical
resources ‘ Logistics system (IRS1) 4

e-procurement initiative

A Extremely
serlous harm

A Extramely
serlous harm

Less than an
hour

serlous harm

CltICUS Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 4



Approaches to full risk evaluation

Self-assessment Workshop-based assessment

Mini-
workshop

Application

Business user '

IT Operations
. Facilitator

‘Owner’ or Help desk (eg local
(or someone acting on owner’s behalf) representafive coordinator)
‘Owner’
Ca 1 hour (or someone acting on owner’s behalf)
3 hours
Citicus ONE measures
INFORMATION INFORMATION information risk:
RISK N CIDEN ® constructively
SCORECARD ASSESSMENT
® Jaccurately
| , ® cfficiently
P | | ® consistently
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Citicus ONE's scorecard measures i-risk realistically
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The scorecard embodies
a rigorous,
understanding of what
drives information risk up
e || and down

. Statistically
identified as key

@ Key for business
purposes
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<—@) Criticality: identifies the harm that could be
caused by a worst-case incident — the higher
the level, the greater the need for protection

Vulnerability: a) Status of arrangements:
identifies weak control areas - the more there
are, the greater the likelihood of incidents
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-@ Vulnerability: b) Special circumstances: identifies which apply — where
they do, the likelihood of incidents increases

—) Level of threat: identifies the number of incidents experienced — the more
there are, the greater the likelihood of major incidents occurring (also
provides a cross-check on control weaknesses)

Business impact: identifies the nature and level of harm caused by
incidents - this shows incidents are a ‘clear and present danger’, enables
discussion in business terms, and can trigger fuller incident reporting
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How Citicus ONE depicts risk for an individual application

Risk charts produced by the system highlight where risk is at an unacceptable
level and encourage action to drive risk down

This determinant of risk

Control A
offers most scope for N L Vulnerabilities
driving risk down

100%

\ 4
Special
circumstances

Criticality

Each component of
information risk is expressed
on a common scale (0-100%).
The outside edge of the chart
indicates the maximum \

possible risk. !
Level of threat
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Providing ‘owners’ with proper management information on risk

Page 1 enables an ‘owner’ to take in his or her risk status at a glance’
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| Title: identifies the information resource

—— Responsibility: identifies the ‘owner’ of the

information resource, and who completed the
scorecard

Need for information protection: describes how
important it is to protect confidentiality, integrity and
availability, and how critical the information resource
is to the organisation

Measured risk profile: risk charts show measured
risk this period (red) and last period (orange),
compared to what is acceptable (green); along with
a punchy commentary

Opportunity for improvement: highlights and
prioritises opportunities for further action in
control areas categorised as Not OK (ie those
rated ‘C’ or below on the scorecard)
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Providing ‘owners’ with further information on risk

Page 2 explains each risk rating and highlights what we call 'dependency risk’

0 O T Nalng and s porcemnge Of N0 MEmnEm possie s 60 w00
language interpretation of the numeric ratings

e e et ot g nch o ek s o o T kg i s }/ Contribution to your risk profile: a plain

st ';"2';, = that drive the red area of the risk chart
E‘nﬂlmmm iormsbon (assuss, P s of P elsbnnship sed B sk sbbos s resaes] on e dale
; ‘Q Risk status of dependent information
S N m— resources: one risk chart for each system
T @ that the owner’s information resource
Se— S = S— supports, and further risk charts showing the
= Ty risk status of those it relies on (eg corporate
| T e | . WAN, European data centre, feeder
- application).
S S 3 S
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Mapping ‘dependency risk’

Citicus ONE R1.3 allows you to plot dependency risk maps for your critical
Information resources.

e *Basic version
Dependency map

Reference: ABC enterprise dependencies

- Gl MIS (EIS
Key to risk factors roup MIS (F1S)

weaknesses

Special
Criticality circumstances

Level of threat  Business impact

Key to dependency direction
4—9¢

B depends on A

UK sales UK logistics UK production control
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A Citicus ONE league table shows where the key risks lie

Citicus ONE ranks information resources in descending order of risk ColoUr codes

Top 10 entries Control Special  Level of Business indicate
Rank Criticality weaknesses circumstances threat impact the danger
Communications network C14 50%  [§a5%N Posed by each
Database C25 50% ~ ComPOnent©
Business application C97 75% 1 57% 50%
Computer installation C1 75% 1 29%
Computer installation C2 50% Med
Communications network C126 75% 94% 86% 75% 50% -
Database C134 75% 94% 71% A | 25%
Communications network C67 You can
Computer installation C59 75% 88% VAR 75% - control
Development activity C81 100% 100% colour and
Bottom 10 entries sorting...
Database C8 136 - - 43% 50% - and you can
Business application C43 137 [ 25% | 0% 29% 50% | 0% @ introduce
Business application C116 138 1 25% | 0% | 0% 50% ['25% " external
Database C22 139 | 0% 100% 29% B ratings for
Business application C144 140 | 0% | 82% 43% WS comparison
Communications network C36 141 | 0% 14% 50% 0%
Business application C111 142 - 29% 100% 50%
Computer installation C120 143 | 0% 47% 57% 50% | 0%
Communications network C10 144 | 0% 41% 14% - 25%
0% 4%  14% 25%

”“ Communications network C117 145

Cl1 thUS Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 11



Sample Citicus ONE financial impact table

Citicus ONE enables you to quantify the ‘cost of insecurity, using data from

individual incident assessments

The *cost of insecurity”

Nature of impact Calculated amount
Loss of sales income $66,400,000
Unforeseen costs $26,800,000
Total reduction in profit $33,430,000
Loss of tangible assets $1,100,000
Total reduction in the value of $34,500,00
the business

e ™ | sa2mo00

The above figures are based on the financial impact of 102 incidents, of which 71 caused ‘serious harm’ or worse.

The full financial impact of these incidents is not known, and the figures above do not include the impact of large
numbers of minor incidents. Thus the total impact of incidents is likely to be much greater.

You can also see the impact of incidents on TIME (ie the number
and cost of staff hours lost through incidents)

citicus Copyright © Citicus Limited, 2004. All rights reserved.

Collecting financial data like
this:

@ is practical

@ provides business-oriented
figures that top
management want to
know

@ enables you to monitor
trends over time in a
business-oriented manner

@ helps justify expenditure
on staff and other
improvements
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Samples of other Citicus ONE aids for decision-making

Citicus ONE provides the facts you need to devise and prioritise your risk
reduction programmes (eg enhanced contingency arrangements)

Control weaknesses affecting
our business-critical systems
e the most common control weaknesses ——»

Citicus ONE will help you identify:
% of information resources

e the most common types of incident —— where control area is rated weak

. . 0% 20% 40% 60% 80% 100%
@ the costs of incidents _
User capabilities

@ the root causes of incidents Contingency arrangements
@ successful solutions others can apply IT capabilities
v Awareness

Risk identification

Type of incident affecting Policies and standards

Service agreements .
Change management |
System configuration |

our business-critical systems

Number of incidents suffered
0 1000 2000 3000 4000 5000

Organisation
Human error Problem management

Access violations Audit/review

Malfunction Special controls

Data back-up

\
\
|

Overload \ Access to information

Unforeseen effects of change Ownership

Physical security

Loss of services, equipment etc

Implementing Citicus ONE will equip you to manage a key risk down
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Citicus ONE also provides incident lists and statistics

Inciaent lists show major Incident statistics reveal:
incidents, ranked by impact
o Nimda Virus [ key_ featu_res of incidents
@ Main computer room flooded ¢ the_|r business TEEEs
® Breach of licensing arrangements ¢ actlo_n takey to filice _them _ _
: e Confidence that remedial action will
¢ Ié;?ssfeﬁ:: captured signatures on prevent repeat incidents
e Web site compromised Don't
® Failure of hardware component know
caused system outage 10%
® Customer accessed another
customer’s data Confident
e Code Red Virus o 50%
e Confidential customer information .
obtained from website Conﬁdeont
e Wrong temporary configuration 40%
caused serious delays
e File with payments went from
acceptance into live environment
ét icus Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP
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Technical overview of Citicus ONE

Citicus ONE s optimised for:
e ease of installation: automated install at server-side; no client-side software to install
e ease of use: minimises burden on owners

e adaptability: it facilitates customisation (eg incorporation of your standard of practice) and can
support enterprises of all sizes/shapes
Access via browser (no

Server-side Client-side (jtjcys client-side code)
NT4 / Windows 2000/3 Server [| E Internet Explorer 5.5
115 4.0/ 5.0 upwards
Adobe Acrobat Reader 5
ggé g:%z; ;0006 3-tier arpc‘:ls1li3tecture: upwards needed to obtain
° best-quality results
SQL Server [l

e SQL stored procedures

database

The design provides:
e a sound architecture: data-driven, scaleable design, use of mainstream technology
o flexible deployment: single, multi-server or laptop implementation, hosted service
e selectable levels of security: you choose how much protection to provide

e scope for future integration eg with corporate incident reporting, e-mail, ‘internal publishing’
and access control mechanisms (eg LDAP)

citicus Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 16



Three main deployment options

Option 1 offers an

easy way of getting
started

(eg trials, pilots,

limited roll-outs)

1. Citicus-

hosted service

Citicus ONE runs
on Citicus
server(s) with
access by users
over the Internet
via SSL

In-house implementations

2. Multi-user
installation

Citicus ONE runs
on your server(s)
with access by
users via your
corporate Intranet

3. Travelling
installation

Citicus ONE runs
on a laptop:

e server-side and
client side on
same machine

*no network
connection
required

Option 2
enables wider
roll-out

Copyright © Citicus Limited, 2004. All rights reserved.

Option 3 is ideal for

carrying out

mini-workshops’ or
other facilitated

evaluations
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Summarising the core capabilities of the Citicus ONE software

Workflow Allows you to manage the FIRM monitoring cycle, eg issuing
manadement scorecards and assessments by email, monitoring completion, chasing
9 delayed responses

Fact gathering Allows the on-line completion of scorecards, criticality & incident
assessments with help and supporting aids one-click away

Allows owners of information resources to define and track actions

Action planning that will drive down risk

Results Allows the production of high-impact and useful results for individual
production owners and senior management in PDF format

Allows you to tailor FIRM to your own requirements eg enterprise
Customisation structure, standards of practice, acceptable levels of risk,
definitions of harm

Provides comprehensive documentation on the FIRM methodology and
the extensions provided by Citicus ONE

On-line Help

“,
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Citicus ONE is priced to encourage wide deployment

Four pricing options: In-house installation

Citicus-hosted Multi-user Travelling
service implementation installation
Annual service One-time Per laptop:
charge, which licence fee, one-time
includes includes 1st year licence fee,
upgrades, bug upgrades, bug or fee per
fixes and support | fixes and support project
Cost per information resource
(prices on application)
The more 1-5 | ' ' ‘ '
information 6-10
resources you 1125
monitor, the lower
the cost per 26-50
information resource 51-100
101-200

citicus Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP
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We can help you deploy Citicus ONE successfully

EDUCATION & PROJECT ASSISTED
TRAINING PLANNING EVALUATIONS

DEVELOPMENT RESPONSIVE HOT-LINE

OF KEY AIDS DEVELOPMENT SUPPORT

. L
C ’t'C us Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 20



Implementing Citicus ONE: the cost / benefits

The big benefit is that Citicus ONE will help you drive down risk:

@ Key area of risk properly understood

@ Attention focused on information resources posing greatest risk, and weaknesses most
commonly in need of improvement

e Owners equipped and motivated to drive risk down to a level defined as acceptable

® Measurable reduction in:
e The number of information incidents your enterprise suffers

e The chance of your enterprise suffering a major incident
@ Your enterprise’s annual ‘cost of insecurity’

Costs ® Business benefits
Budget for software access, ‘ Demonstrable savings and
maintenance and support efficiency gains that improve

the bottom line
Running the process

(half-time job for a Improvement in corporate

programme manager, plus governance
time regwred of Io‘cal , Knowing you've got a grip on a
co-ordinators and ‘owners’) key area of risk

citicus Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 21



Supplementary information

The remaining slides provide further information about the following topics:
e what is ‘information risk’, exactly?

other key terms (arrangement, control, incident, information resource)

the FIRM methodology

how we work

our relationship with the Information Security Forum

examples of the key statistics that underpin what we do.

Cl1 t 1CUS Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP
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What is ‘information risk’, exactly

Probability of suffering harm

Nature and
level of harm

\

Information risk is the chance or possibility of
being caused to a business as a result of a loss of

the confidentiality, integrity or availability of [[[[ /11 G510

The 3 key properties
of information to be
protected

citicus

/ EXists in varying forms:

® held in people’s heads
@ communicated face-to-face

@ recorded in deeds and other
securities

@ entered into, stored,
processed, transmitted and
presented via IT

The method of protection depends
on the form of the information

Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 23



How information risk influences other business risks

Market risk Einancial risk Operational risk
(ie factors beyond the control of (eg uncertainties about (eg information risk, theft,
management such as interest projected earnings or fraud, loss of facilities or key

and currency rates) expenditure) employees).

Information Information risk Information risk is an

sk intensifies increasingly important
all other component of

business risks operational risk

® Borrowings and investment ® Sales forecasts ® Information risk status reports
positions ® Forecast expenditure ® Identity of key assets

® Projected rates of interest o Actual sales and ( equ;pmenz; facilities and

® Projected cash flows expenditure employees) -
External devel " P : ® Status of continuity

® External developments ® Key variances arrangements

Information is needed to manage each category of risk

Cl1 t'CUS Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 24



Getting information risk under control

Business (including
security)

requirements

Threats to the 5 ] Loss of Z
confidentiality, } e Business confidentiality, = & Impact
integrity or Z system integrity or B O =y on the }
availability of } = availability of = usine
. - = . :
|nform.at|on: | ey Information information [a)
¢ unlhtentlona Prevent Detect Facilitate
o deliberate incidents incidents recovery
happening, as that slip from
far as ;|)ossible thr?ugh inci|dents

Arrangements for protecting information - grouped into ‘FIRM control areas’

@ Policies and standards e User capabilities @ Access to information
e Ownership o IT capabilities e Change management
@ Organization @ System configuration @ Problem management
e Risk identification e Data back-up @ Special controls
@ Awareness e Contingency arrangements e Audit/review

”" @ Service agreements @ Physical security @ (Business practices)

citicus Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP Page 25



The FIRM methodology

FIRM is a fully-developed methodology for managing information risk across an
enterprise:

a ground-breaking, quantitative and measurement-based approach

published by the Information Security Forum - an association of 250+ of the world’s leading
organisations who come together to fund and take part in a practical research programme in
information security

developed by Citicus’s co-founder Marco Kapp on behalf of and in conjunction with the Forum
supported by statistical analysis into the massive body of statistics collected by the Forum
has generated exceptional interest among Forum Members

supports BS7799 and ISO 17799 as well as the Forum’s Standard of practice

key features of FIRM are accessible through Citicus ONE's well-designed Help sub-system,
and training in its implementation is provided by Citicus

Citicus has a exclusive, worldwide right to develop and sell automation which enables
organisations to implement the FIRM methodology.

“,

citicus Copyright © Citicus Limited, 2004. All rights reserved. Ref R112PP
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Good controls drive down the volume of incidents

The average number of incidents suffered a year is halved when controls are
in 'good, all-round condiition”

300
Citicus analysis of some
[2) 259 210,000 incidents
c affecting 844
% E information resources
C o covered by the
£ > 200 Information Security
5 © Forum'’s 2000-2002
;q_) g) Security Status Survey.
-g g 135
=
Co
o3
© 0
| -
()
>
<
0!

Information resources Information resources
with controls in good,  with controls NOT in
all-round condition  good, all-round condition
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Why reducing the volume of incidents is important

Eliminating minor incidents is important, since the chance of suffering a
MAJOR incident climbs as the number of minor incidents increases

80%

60%

40%

20% 7

% that experienced a MAJOR
incident over a year

0% -

1 2-10 11-50 51-100 100+

Information resources categorized by number
of incidents suffered over a year

Citicus analysis of incidents affecting 844 information resources covered
by the Information Security Forum’s 2000-2002 Security Status Survey.
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Good controls slash the odds of suffering major incidents

Controls that are in ‘'good, all-round condition’ reduce the probability of

experiencing MAJOR incidents by more than a factor of three

citicus

% of information resources

that suffered a major

incident over a year

75%

50%

25%

20%

0%

N

63%

Information resources
with controls in good,
all-round condition

Information resources
with controls NOT in

good, all-round condition

Copyright © Citicus Limited, 2004. All rights reserved.

Analysis of incidents
affecting 663
information resources
covered by the
Information Security
Forum’s 2000-2002
Security Status Survey.
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Good controls lead to big savings

Controls that are in 'good, all-round condition’ dramatically reduce the
financial impact of worst-case incidents

$1.0m
Analysis of 244 worst-case

u— 8 incidents for which financial
_8 = data was provided covered by
O ¥ $0.74m the Information Security
S 2 Forum'’s 2000-2002 Security
E n v Status Survey
—Ee®
RIS
c 5 © $0.5m
© c -
cC.=0
= o 5
() 0
m m
o7
5 1
Z O

=

$0.05m
som LI

Information resources  Information resources
with controls in good, with controls NOT in
all-round condition  good, all-round condition
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How we work

Citicus ONE was the outcome of CDP1 - our first collaborative development programme.
Our launch partners and current customers are leading, global corporations, active in the
following fields:

Main activity Where based

Electronics

Energy
Air transport
IT services

Retail
Publishing
Government

Financial services

Consumer products
Paper products

Pharmaceuticals
Agro-chemicals
Professional services
Telecommunications

USA, UK, Switzerland, South Africa
USA, France, Northern Europe
USA, UK, Netherlands

Sweden

UK, Norway

UK

USA, UK, Germany, Switzerland
Europe

Switzerland

UK

UK

UK

Germany

UK, Ireland, Netherlands
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Our continuing relationship with the Information Security Forum

Information Security Forum

Citicus Limited

An international association of over 250 I |l An independent company, founded by

leading organisations

Funds a practical research programme in
information security, including development
of FIRM

world’s top experts on FIRM

Develops and sells automated risk
management tools (eg Citicus ONE) and
supporting services

A

y

Unique, collaborative agreement announced October 2001

ISF owns the published FIRM methodology
and extension to e-commerce (ie e-risk
evaluation tool)

ISF receives a royalty on sales of
Citicus ONE

ISF Members can obtain Citicus ONE at a
special discount

Citicus has exclusive, world-wide right to
develop and sell FIRM automation,
including its extension to e-commerce

Citicus pays a royalty to the ISF on each
sale of Citicus ONE

Citicus offers Citicus ONE to ISF Members
at a special discount

Commitment to work together on on-going development of FIRM and on supporting
activities (eg ISF’'s FIRM training workshops for Members)
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Citicus key personnel

Citicus Limited is run by a team with unrivalled experience in measuring and managing information risk:

Jd

o0
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Simon Oxley, Managing Director, Citicus Limited

e 18 years in the information security field

® Was head of information security at National Power and Reuters
® Member of the ISF’'s Council, 1992-94

e Led the ISF's work on e-commerce, active content, cryptography, web security
and security architecture; contributed to many other ISF projects, including the

one that led to FIRM
Sian Alcock, Director, Citicus Limited

@ Spent 3 years developing and analyzing the results of the world’s most
comprehensive survey of information security practices

@ Oversees our product development, maintenance services and user training

Marco Kapp, Director, Citicus Limited

@ 30 years experience of IT including developing and running major systems,

and providing advice and assistance to leading IT users, suppliers and public
policy-makers

® Spent 10 years as a Director of Coopers & Lybrand's UK consulting practice
e Instrumental in establishing the ISF and directed its first year of operation

® Led or contributed to numerous ISF projects, particularly those involving
standards of practice and quantitative risk work

e Chief architect of the ISF's FIRM methodology
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For further information

You can contact Citicus Limited as follows:

Direct contact
Simon Oxley
Email simon.oxley@citicus.com
Tel +44 (0)1729 825 555
Marco Kapp
Email marco.kapp@citicus.com
Tel +44 (0)1306 742 072
Sian Alcock
Email sian.alcock@citicus.com
Tel +44 (0)20 8870 9279.
Head office

Citicus Limited
Holborn Gate

330 High Holborn
London WC1V 7QT.

Email info@citicus.com
Web WwWw.citicus.com
Tel +44 (0)20 7203 8405
Fax +44 (0)20 7203 8409.
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