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letrics for IT Governance

_ pl menting COBIT®
= Wh ere Are We Now?
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st running disapfp pointment in b siness in the last 30 years!”
Jack Welch, Chalrman General Electrlc World Economlc Forum, Davos, 19°

ok

[p fqulI a visionary dream, but often its use is closer to a
el”

Vesa Vaino, CEO

] 'o ok on the history of information technology...in order to better
..e Wy it is such a mess!”

——

r"-‘EmJLestments did not have an impact on productivity in 53 out of 59 economic
sectUrs .

_—
=

"50% of IT initiatives fail to meet business objectives.”



- pec s of corporate governance
one of the things that chief executives
ey don’t have to understand -

-l-i"_

I f bites them!

Peter Morriss KPMG
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metimes they do get bitten..-
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f_systems reliability

“alled projects

o

;i-— Web5|te defacement
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~ e Incorrect management reporting

e EXcess costs
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lity arises from:

5ing dependence on reliable, accurate and timely
_n_d the systems and communications that deliver it
2d for 24/7/365 availability to do business and to ensure
-=i fUSt

ndence on entities beyond the direct control of the

_IT fe_ulures and security breaches increasingly impacting reputation
and enterprise value

The potential for technologies to dramatically change organisations
and business practices, create new opportunities and reduce costs



Managing
risks

Stakeh
older
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Faster

Service
cost

tim
=

| Sources:Hoekstra & Conradie, 2002
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C |rectly represented at Board level
usmess strategy not concurrently prepared and

-—-'i

IT managed by technology rather than by business focus

- T - e
-

~e History of late or failed business system implementations
— o [T seen as a cost rather than as a provider of value

- e External or internal perception that organisation is not
making the most of technology

e Inadequate or non-existent IT related metrics

e Technology investments justified on cost savings rather
than on revenue enhancement
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to Implement an IT Gov
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ork

tc') focus our IT investments in highest value areas;

_ .- 'y and effectiveness of our IT operations compares well

mpetltors
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mple Statement on COW%—
Gc%manc =

|réctors has adopted a Corporate Governance Policy,
ern the functions, structure, membership and conduct of
d. The Board has also adopted written charters for each of
§tand|ng committees, including the Audit Committee,

:?a nsatlon Committee and Corporate Governance Committee.

- . Global Business Code of Conduct applies to all xxx employees
-** ‘Wo IdWIde and to all xxx consultants, independent contractors,

— busmess partners and other representatives in the xxx community,
: _worIdW|de XXX is committed to promoting integrity and maintaining

i

. —_—

1~
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e —

high standards of ethical conduct in all of its activities.

e Nothing about IT!



Role in the Business

,i" many enterprises as a critical
't unit ignored by Board

_ __ W|th HR and Finance
MISSION CRITICAL in most of

e But still not on Board Agenda
e NO IT = No Business!
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5"Board’s View of 1
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Framework

Contral Objectives

Management Guidelines

Maturity Models
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ves it Work?

3 Gl

Business Requirements

| ‘"e's IT activities into domains (4)
d p rocesses (34)

':- —Control Objectives

—-r— _—

:-'\-f':._. =

— e Iclentlfles major IT resources
“e Provides management control objectives
e Provides suggested measures



oW Can COBIT® Help?

| Business Strategic Planning
1g IT and Business Goals

""jg and Retaining IT Staff
Measuring IT and IS Organisation Efficiency
ﬂa-« | g IT for Competitive Breakthroughs
= Reducmg IT Costs
e Demonstrating Business Value of IT

e Developing an IT Architecture

e Improving Project Delivery
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1a ment
gement

=— ongomg assurance on the security and controls of the IT
|eesu on which they depend to deliver their products and services
~:-=a= internal and external customers

== ---.l?r'easure performance
v e Benchmark
0 Address Gaps
e Governance Control & Audit
= — Control Objectives
— Why control
— What controls
— Generic Audit approach
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ework for Corporate Governance

: -'}

-w SO However, did not provide sufficient
efcalls on IT

_ = o COBIT® has become the control
= framework for IT Governance
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00: Corporate Governance.-
f Information Technoloav

ad June 2008

'vel principles based advisory standard’
*Directors when evaluating, directing and

N ——
A

= monitoring the use of IT in their organisations

‘s Provides 'broad guidance on the role of the
governing body’

® ARCGUTages organisations to use appropriate




5038500: 0; Objectives™ =

] takeholders that if the standard IS
can have confidence in the
's corporate governance of IT

;- |ng and guiding directors in governing

:IE"

— ’the use of IT in their organisations

e Providing a basis for the corporate governance
yTiEhRe




.
-—uv

9 el

& |
——— .-
—

e R -

.

00d Corporate Governance of IT
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"*4 Performance

5. Conformance

= Ariraan Behaviour



U Iy Evaluate

by

hd Future Business Needs

gn and Direct Responsibilities for Plans (IT
vestment)and Policies (Sound Behawour)
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] 3 proprlate measurement systems, the

- 3‘

formance of IT

— 2:3 sure in line with business objectives

— =m

— .
——

g
o

= Regulatory, etc compliance

-






OBIT® Manage
es

""Process (34)
2SS Reqwrement for IT
Goals
Controls
= ey Metrlcs
= *Impact on
~ e IT Resources
e Information Criteria
2 — Control Objectives
— Capability Maturity Model
— Key Management Activities
e RACI Chart
— Goals and Detailed Metrics
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"‘T' entify Critical IT D ins,
esses and Control Objectives

ds on the enterprise
matters?
?ssment
nows?
,f_:_,_;_ a= Dlrector
“‘Flnance Director

—= Executive
— Business Unit Managers

“e Senior Management workshop a good approach
e Business knows the business it’s in!
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anced Scorecard w

from Traﬁlae)nal Ver§|on

D\ ernance requires a dlfferent
De tlve

contribution—How do business
= xecutlves view the IT department?

=L-— User orientation—How do users view the IT
~— department?

— Operational excellence—How effective and
efficient are the IT processes?

— Future orientation—How well is IT positioned
to meet future needs?

—
C—
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aple I'T Balanced Scorecard

Corporate Contribution

» Dzliver value
= Manage costs
= Manape risks

Customer

Ensuring effective IT governance
= Align IT with business objectives

» Achisve mtercompany synergies

Future

performance

» Achieve economies of scale

» Buid standard, reliable technology
platiorms

» Dieliver successful [T projects

» Plan and manage IT sarvice delivery

Crientation A Crientation
Measuring up fo business expectations = Building the foundation for future delivery
Service Provider : md{:nnhmw_lemmg a!'ldgrmrﬂr
» Demeonstrate competitive costs - » Aftract and retain people with key
« Defiver good service competencies
Strategic Contributor » Focus on professicnal learning and
= Achieue iEfwa |mpmt on busmess ‘l EEEEEEER Infﬂrm atiDn Illllllll’ MEIDPH-EHI:
pmmﬁf = Build a climate of emposerment and
= Enable achiewement of business responsibility
strategies = Measuredreward indiwidual and team
- performance
E = Capiure knowledge to improwve performance
Operational Excellence wpr
Performing the IT functions with increasing credibility and impact
- e B hi
» Mature infernal IT processes » Deliver successful [T projects
» Manage operational service = Support technology users

» IUnderstand business unit strategies
Technology Leadership

» Propose and validate enabfng solutions
» IUnderstand emerging technologies
» Develop enterprise anchiteciure

= Limderstand business unit strategies







ould *Own’ ngm -
overna%e Proces es
room should ‘own’ the IT
_ance Process

cess Owner for IT is CIO or the IT
= i CtOI’

-I;-*Re'sponsmle for day to day working

~  =Collation of data

. UsuaIIy responsible for preparing flows of
information up to Senior Management




oolkit: Tasks and Responsibilities

IT Governance Activities IT Governance Activities Hnnrdnndu’nr
Management |  Type Management | Type

Brmmr informed of role and -- Make transformation happen
B/M Plan

et of p eNlErprise ' Define constraints within which
Set direction and expected re | B | Dimat | |too erate Direct

| Determine required capabilities Acquire SIS [ M |Orpanise
and investments Plﬂn gl : -_
Assign responsibilities

Sustain current operations _ l.irg.am.sm Jhtﬂm AssUrance “



rnaﬂge_SeIf Asssgﬁérﬂ"'

overnance Self-Assessment checklist
(S v DIEME Ol |e dSKS
ment to determlne for each of the COBIT®

.....

p‘ortant the process is for their business objectives;

__ ther the process is well performed (the combination of
_;_.._' : portance and performance provide a strong indicator of risk)

- —-*who performs the process and who is accountable for the
~—— process (and is accountability unequivocal and accepted);

e —

— i—: whether the process and its control is formalised, i.e., is there a
= thorough contract for an outsourced activity or a clear set of
documented procedures for internal processes; and

— Whether the process is audited.



overnance Self Assessment

Rizk

i [ e e
Pe riprmanae

Imporamce — how mmporant for the orgznisation oo a
scala from 1 {mot at all} to 5 (vary)

Performance — bow wall 2 15 doze from 1 {don’t kmerr
ot tadly) to ¥ {very wall)

Ancdived —Vos, Foae 7

Formaliry - 5 thars a contracs, an SLA or a cleazly
documented procedme (Y, Noor 7)

Acconmtable — Wams oo “don ko™

Who Does It?

COBIT' s Domains and Proceszes

T

(¥ her

Crutsile

[t omarw

Sochie

Fis r"|11i|||:|.

Who 1z accountable?

PLAYNING & DRGANISATION

ROl

Dafizg 2 Stmategc IT Flan

ROl

Dafza the Infommetion Architechurs

P03

Dwtermuing the Technological Direcsion

P4

Dafimg the IT Creanisation and Falabosships

RO3

Manage the Informetion Techeology nrasmeant

BO6

Communicate Management Aims axd Dirsction

BoT

Manage Freman Rosomroas

BCE

Ezsare Compliancs with Extarnal Raquirsments

ro&

HAsass Eisks

POl

Mlanaga Projects
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Governance S‘Fw
| mersm -

“of the COBIT® processes (34)

port
__~;_- essment of Current Status
e Busmess Impact
=" o , Risk
= Al Red
- e Consider for attention
e Needs to be open and honest



nere are we?
—

ITIAL COBIT EVALUATION

ey —

CE SELF-ASSESSMENT Current | Business Risk
Status Impact

High

e .

IT DOMAINS AND PROCESSES

L Poiis

-, i -
==

efine a Strategic IT Plan

202 |Define the Information Architecture Weak High High

— |PO3 |Determine the Technological Direction " Good | High High
~— IPO4 Define the IT Organisation and Relationships

—  |PO5 |Manage the IT Investment

= {PO6 |[Communicate Management Aims and Direction

~1PO7 [Manage Human Resources

PO8 |Ensure Compliance with External Requirements

PO9 |Assess Risks

PO10 [Manage-Projects

PO11|Manage Quality

—
P )/
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ere are we?

o
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\ AL COBIT A ON

NCE SELF-ASSESSMENT Current

-

Business

B Status
)MAINS AND PROCESSES

d_l'li: - -
sl i
o

age Request Initiation and Control
= __’_‘_‘, Assessment
-16.3" |Control of Changes

— Iy '

~"|Documentation and Procedures
6.5 - |Authorised Maintenance
= = :
Software Release Policy
Distribution of Software

o))

6.

.

6.7

Impact
High




W-w-plew
e r—— y

er a COBIT® process area for ‘piloting’
f.':i_s process that can show benefit

friendly’ process area management
l't as a project

_r*._'i:‘: " s to demonstrate tangible business benefit
= '“ibefore decision makers will be convinced to ‘roll
= '"out to other areas






blementation Con ions

sHouId we 'g, and is the cost justified
benefit?

are the indicators of good performance?
Nt at are the critical success factors?

= at are the risks of not achieving our
- ﬂbjectlves7

e What do others do?
¢ How do we measure and compare?

=
.

_.-____
s —
—'_
-_ —I.
—



OBIT® Limitations

T® alone won't put a Governance

re in place

Still need commitment and tone from the top
BIT® gives you the tools to persuade

IT® itself won't change minds

_—'_-
—
_..-n"'"
e
———
--'-

.—""'_

,*f — Key people need orientation and education

e COBIT® is not industry specific
— Need to tailor approach to fit your business
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)

]

e in place

qa checklists and Maturity Models to make sure
e’s ‘a job to do

__.:.r cing a 25 page Governance report for the
..‘.‘ ' i

___ Fwon't get read even if it's good news
: _"_—“One or two sides of A4 is best

~—If there’s a lot of detail, maybe an IT Steering
Committee filtering Board reporting is better

e Overestimating benefits
— Be realistic

e Underestimating effort involved



oag_m\;s todo

ment IT Governance by ‘pushing up’
han ‘cascading down’

d you've convinced the key players
=V --a ) you haven't

,_, “Lose focus

.—-._

f,~Fa|I to deliver benefits

~e Fail to include third party / outsource
companies in governance scope

e
= —



Right Things to do
- |

2 the downstream be eﬂt

BIT® Champion at an early stage

;,.,. Executive level

'a key stages

e I ght people on board

~IrITr eds Board level representation
f'_.:a ppoint an IT Director

T"PJCk a pilot that will deliver tangible benefit
e Educate
e Plan IT Governance Implementation as a Project

¢ Be realistic and honest
— Don’t overstate the benefits

il
—
e



... But Don't Forge -

can get IT Gﬁnance in place

_'(‘)n’ just transform IT, you transform the
j;amse!

) Better ROI from IT

._ _-._?T : etter strategic alignment

- —IT Doing the right things at the right
time

-'-f — ". Better management of key risks
: e More competitive IT effort
¢ Getting the right people in IT
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pvernance Glowb—

= Reﬁﬁ' 2008

ssages

IT governance practices are known and
-,a ed but not universally

— % I:ganlsatlons know who can help them

= f 1mplement IT Governance, but appreciation
5— ~ for the available expertise and delivery
capability is only average
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overnance GIOWS-—-
- ,Renﬁﬁ' 2008

is being taken or plans are underway to
nent IT governance activities. A large

'f—*- e IS evident is evident when compared with
= the 2006 report

——Orgamsatlons use the well known frameworks and
solutions

:-'\-
=—
B



overnance Glows.-

'_ Relﬁ’ 2008

® awareness has exceeded 50 percent and

i n and use remains at about 30 percent

25 to 35 percent of respondents apply CObIT® very
—SJEI‘ICUY or are very strict

~e 50 percent of respondents indicate that CObIT® is ‘one
of the reference sources’

e In general there is high appreciation of CObIT®), as has

AN geen in nrinr rennrtg
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