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Who Should Attend:

» Experienced information security managers and those who
have information security management responsibilities and
are taking or considering taking the CISM examination. The
CISM certification is for the individual who manages,
designs, oversees and/or assesses an enterprise’s
information security strategy.

Course Director

= Vernon Poole: Vernon is a European leader in the field of
information security management and is qualified as a
ISO27001 Lead Auditor and CLAS consultant, apart from
being a world-renowned speaker and founder member of
the UK & International 7799 User Groups.

He is a recognised adviser to senior management on the
importance of ‘Information Assurance' and a European
representative on the global IT Governance Institute - where
he is recognised as one of the thought leaders on
Information Governance.

Vernon is CISM certified and presents CISA/CISM
workshops for these qualifications; and after 12 years with
Deloitte's, he joined Sapphire Technologies - which is one of
the UK's leading independent information security
companies - and the company celebrates its 10th

Salford Business School at The University of Salford are
. pleased to announce that, in association with ISACA
SNorthern England Chapter, we will be offering a 3 day
raining course in order to prepare candidates for early
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Anniversary this year by being one of the first companies to
become ISO 27001 certified Vernon develops highly
respected Information Security Benchmarking
methodologies based on ISO 27001; he works closely with
the UK’s DTl (Department of Trade & Industry) and the
Cabinet Office’s CSIA (Central Sponsor for Information
Assurance) — who jointly worked on the Standard’s Revision.

Overview of the Course:

= The course aims to provide candidates with a review of the
tasks and knowledge requirements for each CISM domain
nd to help identify any omissions in their knowledge.
ore, candidates are expected to be familiar with the
the CISM domains and already have 1-2 years
Security experience.
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Registering for the Exam

« All delegates are responsible for registering on the
exam themselves and must contact ISACA directly by
their specified deadlines to be eligible to take the
examination.

« Early registration deadline mid August 2009
« Final registration deadline mid September 2009




Course Content

e The areas may be subject to change as they are defined
centrally by ISACA in the USA.

Information Security Governance

« Establish and maintain a framework to provide assurance that
information security strategies are aligned with business
objectives and consistent with applicable laws and regulations.

« Develop the information security strategy in support of
business strategy and direction.

e Obtain senior management commitment and support for
information security throughout the enterprise.

« Ensure that definitions of roles and responsibilities throughout
the enterprise include information security governance
activities.

e Establish reporting and communication channels that support
information security governance activities.

« |dentify current and potential legal and regulatory issues
affecting information security and assess their impact on the
enterprise.

e Establish and maintain information security policies that
support business goals and objectives.

= Ensure.the development of procedures and guidelines that
support information security policies.

= Develop business case..and enterprise value analysis that

mﬂ information security program(me) investments.

Risk Management
rity risks to achieve

risk

Information Security Programme
Management

e Design, develop and manage an in
programme to implement the information securi
framework.

e Create and maintain plans to implement the information
security governance framework.

« Develop information security baseline(s).

e Develop procedures and guidelines to ensure business
processes address information security risk.

e Develop procedures and guidelines for IT infrastructure
activities to ensure compliance with information security
policies.

« Integrate information security programme requirements into
the organisation life cycle activities.

e Develop methods of meeting information security policy
requirements that recognise impact on end users.

< Promote accountability by business process owners and other
stakeholders in managing information security risks.

e Establish metrics to manage the information security
governance framework.

e Ensure that internal and external resources for information
security are identified, appropriated and managed.

Information Security Management

= Oversee and direct information security activities to execute the
information security programme.

e Ensure that the rules of use for information systems comply
with the enterprise's information security policies.

e Ensure that the administrative procedures for information
systems comply with the enterprise's information security
policies.

= Ensure that services provided by other enterprises, including
outsourced providers, are consistent with established
information security policies.

e Use metrics to measure, monitor and report on the
effectiveness and efficiency of information security controls
and compliance with information security policies.

e Ensure that information security is not compromised
throughout the change management process.

= Ensure that vulnerability assessments are performed to
evaluate effectiveness of existing controls.

* Ensure that non-compliance issues and other variances are

resolved in a timely manner.
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Name:

Company:

Address:

Email:

Telephone no:

Email:

ISACA Member? Yesd No U Member No:

Circle as appropriate:

Member Non-member

Course £650 U £700 4

Group Discounts:
£50 per delegate for 5 - 10 delegate groups
£80 per delegate for 10+ delegate groups

Payment is by cheque and must be received with your registration form. Please make cheques payable to:
University of Salford.

Send your registration form and cheque to: Sarah Christie, Salford Business School, Maxwell Building,
University of Salford, The Crescent, Manchester, M5 4WT, email: s.christie@salford.ac.uk.
Should you require an alternative method of payment please contact Sarah Christie.

Any questions please contact Prof. Elaine Ferneley
0161 295 5507 email: E.Ferneley@salford.ac.uk

Cancellation Policy: to receive a full refund (less £50 administration fee), your cancellation must be received (by email or post) within 61 days of
the course date. The penalty after that is 60-31 days 30% 30-15 days 60%o, less than 14 days 100%. If you are unable to attend a substitute
is welcome. Substitution of a non-member in place of an ISACA member is subject to the additional non-member fee.

Please note: If you fail to attend without the due cancellation notice, you will be liable for the entire fee



