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Who Should Attend:

¥ IT, Anancial, Operational and External Auditors who are
taking or considering taking the CISA examination; anyone
seeking an overall understanding of essential IT risks and
controls.

Course Director

Derek J Oliver, CEO of Ravenswood Consultants Ltd, is an
Information Audit & Security specialist with over 23 years
experience. Qualified with CISA, CISM and CFE he is a
Chartered Fellow of the British Computer Society, a Fellow of
the Institute of IT Service Management and a Fellow of the
Institute of Analysts & Programmers.

As a member of the CISA Certification Board he was jointly
responsible for setting the annual, international CISA
examination and he is currently Chairman of the CISM Test
Enhancement Committee.
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Overview of the Course

¥ The course aims to provide candidates with a review of the
tasks and knowledge requirements for each CISA domain
and to help identify any omissions in their knowledge.
Therefore, candidates are expected to be familiar with the
content of the CISA domains and already have 1-2 years
Information Systems Auditing experience.

¥ The course includes a review of the examination format
and aims to improve candidatesCexamination techniques.
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Registering for the Exam

¥ All delegates are responsible for registering on the
exam themselves and must contact ISACA directly by
their specified deadlines to be eligible to take the
examination.

¥ Early registration deadline 13th February 2009
¥ Fnal registration deadline 8th April 2009

Course Content

¥ The areas may be Subject to change as they are defined
centrally by ISACA in the USA.

¥ Content Area 1: IS Audit Process

(Approximately 10% of exam)

1.1 Develop and implement a risk-based IS audit strategy for

the organisation in compliance with IS audit Sstandards,

guidelines and best practices.

1.2 Plan specific audits to ensure that IT and business systems

are protected and controlled.

1.3 Conduct audits in accordance with IS audit standards,

guidelines and best practices to meet planned audit

objectives.

1.4 Communicate emerging issues, potential risks, and audit

results to key stakeholders.

1.5 Advise on the implementation of risk management and

control practices within the organisation, while maintaining

independence.




e Content Area 2: IT Governance
(Approximately 15% of exam)

2.1 Evaluate the effectiveness of IT governance structure to
ensure adequate board control over the decisions, directions,
and performance of IT so that it supports the organisation
strategies and objectives.

2.2 Evaluate IT organisational structure and human resources
(personnel) management to ensure that they support the
organisation strategies and objectives.

2.3 Evaluate the IT strategy and the process for its
development, approval, implementation, and maintenance to
ensure that it supports the organisation strategies and
objectives.

2.4 Evaluate the organisation IT policies, standards, and
procedures; and the processes for their development,
approval, implementation, and maintenance to ensure that
they support the IT strategy and comply with regulatory and
legal requirements.

2.5 Evaluate management practices to ensure compliance
with the organisation IT strategy, policies, standards, and
procedures.

2.6 Evaluate IT resource investment, use, and allocation
practicesto ensure alignment with the organisation strategies
and objectives.

2.7 Evaluate IT contracting strategies and policies, and
contract management practices to ensure that they support
the organisation strategies and objectives.

2.8 Evaluate risk management practices to ensure that the
rganisation IT related risks are properly managed.

ate monitoring and assurance practices to ensure

ut IT performance.
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3.4 Evaluate proposed control mechanis
and/or infrastructure during specifica
development/acquisition, and testing to ensure that they WI||
provide safeguardsand comply with the organisation policies
and other requirements.

3.5 Evaluate the processes by which systems and/or
infrastructure are developed/acquired and tested to ensure
that the deliverables meet the organisation objectives.

3.6 Evaluate the readiness of the system and/or infrastructure
for implementation and migration into production.

3.7 Perform post-implementation review of systems and/or
infrastructure to ensure that they meet the organisation
objectives and are subject to effective internal control.

3.8 Perform periodic reviews of systems and/or infrastructure
to ensure that they continue to meet the organisation

executive management receive sufficient -

objectives and are subject to effective internal control.

3.9 Evaluate the process by which systems and/or
infrastructure are maintained to ensure the continued
support of the organisation objectives and are subject to
effective internal control.

3.10 Evaluate the process by which systems and/or
infrastructure are disposed of to ensure that they comply with
the organisation policies and procedures.

e Content Area 4: IT Service Delivery and Support
(Approximately 14% of exam)

4.1 Evaluate service level management practices to ensure

that the level of service from internal and external service

providersis defined and managed.

4.2 Evaluate operations management to ensure that IT

support functions effectively meet business needs.

4.3 Evaluate data administration practices to ensure the

integrity and optimization of databases.

4.4 Evaluate the use of capacity and performance monitoring

tools and techniques to ensure that IT services meet the

organisation objectives.

4.5 Evaluate change, configuration, and release management

practices to ensure that changes made to the organisation

production environment are adequately controlled and

documented.

4.6 Evaluate problem and incident management practices to

ensure that incidents, problems, or errors are recorded,

analysed, and resolved in a timely manner.

4.7 Evaluate the functionality of the IT infrastructure (e.g.,

network components, hardware, system software) to ensure

that it supports the organisation objectives.

. Cont'ent Area 5: Prote_ction of Information Assets
(Approximately 31% of exam)

5. 1 Evaluate the design, implementation, and monitoring of
access controls to ensure the confidentiality, integrity,
rised use of information assets.

ure security to ensure

* Content
Recovery (Approxmately

6.1 Evaluate the adequacy of back up and restore provisions
to ensure the availability of information required to resume
processing.

6.2 Evaluate the organisation disaster recovery plan to ensure
that it enablesthe recovery of IT processing capabilitiesin the
event of a disaster.

6.3 Evaluate the organisation business continuity plan to
ensure its ability to continue essential business operations
during the period of an IT disruption.




CISARevision Course
11th D13th November 2009

Name:

Company:

Address:

Email:

Telephone no:

Email:

ISACAMember? Yes! No! Member No:

Circle as appropriate:

Member Non-member

Course £650 ! £700 !

Group Discounts:
£50 per delegatefor 5 - 10 delegate groups

£80 per delegate for 10+ delegate groups

Paymentis by cheque and must be receivedwith your registration form. Pleasemake chequespayableto:
Universityof Salfad.

Sendyour registration form and chequeto: SarahChristie, Salfard BusinessSchool, Maxwell Building,
Universityof Salfad, The Crescent,Manchesta, M5 4WT, email: s.christie@salfi.ac.uk.
Shouldyou require an alternative method of payment pleasecontact SarahChristie.

Any questions please contact Sarah Christie
0161 295 5507 email: s.christie@salford.ac.uk

CancellationPolicy:to receivea full refund (less£50 administration fee), your cancellationmust be received(by email or post) within 61 daysof
the coursedate. The penalty after that is 60-31 days30% 30-15 days60%, lessthan 14 days100%. If you are unable to attend a substitute
is welcome. Substitution of a non-member in place of an ISACAmember is subjectto the additional non-member fee.

Pleasenote: If you fail to attend without the due cancellationnotice, you will be liable for the entire fee




