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Objectives

A well rounded view of conducting 
secure transactions over the Internet

E-commerce:

‘Electronic commerce is the exchange of 
information across electronic networks, at any 
stage in the supply chain, whether within an 
organisation, between businesses, between 
businesses and consumers, or between the 
public and private sectors, whether paid or 
unpaid.’ (e-commerce@its.best.uk)
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The Story of King’s Diner

Shows potential
Dispels myths
Warns of dangers
Looks familiar?
Could be orders
Could be payment
Could be plans, 
drawings, 
specifications . . .
Could be legal briefs
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The Players

Joseph King
Diner Owner

Anne Kean
Diner Manageress

Dairy Made
Catering Supplies

Alderney Farm
Fresh Foods
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Business
to

Business

The Supply Chain

Alderney Farm Fresh Foods

Dairy Made Catering Supplies

King’s Diners Inc.

Hungry people

Manufacturers

Wholesale suppliers

Retailers

Consumers
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The Story . . .

Joseph King asked Miss Kean
Miss Kean ordered from Dairy Made
Dairy Made ordered from
Alderney Farm Fresh Foods
Alderney Farm Fresh Foods delivered to King’s 
Diners
Mr King wanted butter but got marmalade
Why?
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Organisational Issues

Who made the order?
Who received the order?
Who despatched the order?

Goods and information – the problems are 
the same . . .
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Behind the Scenes

Joseph King
Diner Owner

Anne Kean
Diner Manageress

Dairy Made
Catering Supplies

Alderney Farm
Fresh Foods

Jo’s Diner

Orders
breakfast

Orders
butter

Forwards
order

Delivers
order
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Down at the Farm

Message received by the wrong person
Message thought to be from someone else

Wrong action taken with good intentions
Not to mention lost potential
– Crude method of creating purchase orders
– Receipts, invoices etc. not considered



© The National Computing Centre Limited, 2000 - 200810 of 25

Potential

Potential to reduce and streamline 
paperwork lost
Relationships built through common 
processes
Can create the framework for additional 
process improvement
– Improved delivery
– Can speed up payment
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But . . .

. . .with all that information, how can you 
safeguard  reliability and security
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So . . .

Know with whom you deal
Agree the information you both require
Standardise the processes with all your 
suppliers
Protect the information from tampering 
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Managing Risk

Organisation
‘Infrastructure’

Defined
Responsibilities Procedures Technology Managed

Risk+ + + =

Management System
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How about . . .

Making sure that orders can only be sent 
by certain individuals
Being sure that the individual making the 
order is who they claim to be
Allowing a wider group of people to 
follow the progress of an order
Being sure that a confidential message can 
only be read by the recipient
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Too good to be true?

‘If it’s easy, you’re not doing it right.’

Why not . . . ?

Installed by experts

Smartcard and password/PIN

Some extra processing time

Can be learnt in minutes



© The National Computing Centre Limited, 2000 - 200816 of 25

As simple as possible . . .

The users

Trusted third party
(certificate authority)

Public/private key
pairs created

Protected messages
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Bob the User

Registration
Authority

Hi! I’m Bob.
Please may I 

have a 
certificate to 

prove it

Is this the 
real Bob?

Certification
Authority

It is Bob!
Give him the 

keys
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Registration
Authority

Certification
Authority

Bob the User
Private Key

Public Key

Directory
Public Key Public Key Public Key Public Key

Public Key

Private Key
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Directory

PKI

Registration
Authority

Certification
Authority

Bob the User
Private Key

Public Key

Public Key Public Key Public Key Public Key

Public Key

Private Key

DirectoryDirectoryDirectory

User interface
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Standards

An interest in doing
something about ‘risk’?
Risk treatment

– ISO/IEC 17799
(now ISO/IEC 27002)

– Cataloguing
– Gap analysis
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Organisation with weak 
security may rely on its 

staff to protect itself from 
risk

Organisation with weak 
security cannot rely on its 
staff to protect itself from 

risk

Organisation is wholly 
reliant on enforced 
security policy  to 

protect itself from risk

Ideal zone: good balance of 
security policy with staff 

attitude

High risk
‘scores’

High risk
‘scores’

Acceptable
risk scores’
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On the menu?

Passing off
Flood
Cyber-squatters
Spoofs
Firewall attacks
Infiltration
E-mail/spam
Weather

Identify theft
Fire
Theft
Denial of service
Sabotage/terrorism
Industrial disputes
Password 
interception
Reputational slur

Human error
Usability issues
Regulation
Response times
Fraud
Transport reliability
Regime change
Malicious code attacks
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Oops!


