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ENTERPRISHOBILESECURITY

0 Senior executives want to usaPhones iPads Androids and other
mobile devices to access corporate data

What are the risks?

What security can be applied?
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ENTERPRISHOBILESECURITY A NEW WORD

Consumerisation

d Company lets employees use their own devices for work

or

d Gives each staff a budget and lets them choos:
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MOBILE DEVICE TYPES
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CASE STUDY POLICE MOBILE FINGERPRINT
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Lessons learnt:
d User experience must be straightforward
dSecurity should be

d More than 2 security apps slows down
the device

dDondt jJjust apply e
that used on laptops

d Work closely with technology vendors
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Google removes rogue Android apps

Google has used a "kill switch" to clean up
phones hit by rogue Android applications.

Almost 60 malware-infected programs were
found on the Android Market on 1 March and
estimates suggest they may have been
downloaded by 200,000 users.

The malicious apps hid data-stealing code
inside games, utilities and other programs.

Mobile phones are increasingly catching the eye of
hi-tech thieves

The "kill switch" allows Google to remotely

uninstall software from handsets running its
operating system Related Stories
58 malicious applications were removed from the Android Market by

Android hit b
Google soon after it was alerted to their presence SO s OONS

app malware
Mobiles attract hi-tech

It suspended the accounts of the developers who apparently uploaded Hilove:

the apps. and also contacted the police

How easy is it to hack
In a blog posting, Google said it had activated the remote application a mobile?
removal following an internal investigation

The company plans to push out a security update, designed to close the
loopholes that the malicious applications took advantage of

It is not clear when this will arrive on handsets, as in many cases the
timing will be under the control of mobile operators rather than Google

The malicious code inside the applications used vulnerabilities in early
versions of Android's operating system to view and steal key information
such as a phone's unique ID number.
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iPhone Hacked and Passwords Stolen in Six
Minutes

Sunday, February 13, 2011

Contribouted By:

Apparently iPhone passwords may not be as secure as one might
Dan Dieterle

believe. According to German security researchers from the
Fraunhofer Institute Secure Information Technology (Fraunhofer
SIT). if you have physical access to the phone, passwords can be
recovered from a locked Apple iPhone in six minutes.

But how is this possible? According to documentation on Fraunhofer's
site:

When an iQS device with hardware encryption capabilities is lost or stolen, many users
believe that there is no way for a new owner o access the stored data — at least If &
strong passcode1 is in place. This estimation is comprehensible, since in theory the
cryptographic strength of the AES256 algorithm used for iOS device encryption should
prevent even well equipped attackers. However, it was already shown?2 that it is possible
to access great portions of the stored data without knowing the passcode.

Tools are available for this tasks that require only smail effort. This is done by tricking
the operating system to decrypt the file system on behalf of the attacker. This decryption
s possible, since on current3 iOS devices the required cryptographic key does not
depend on the user's secret passcode. instead the required key material is completely
created from data available within the device and therefore s also in the possession of a
possible attacker.

From the video (HERE) you can see the jailbreaking tool and script that Fraunhofer uses,
in action to access ihe secreis stored on the iPhone.

Big deal, one might say, they can read my text messages. Well, with smart phones
becoming a standard enterprise network client, theoretically one could retrieve the
passwords used to access corporate NEtworks with this utility.

According to the researchers site, all current iPhones and iPads are vulnerable to this
attack
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Robb Reck on 04-04-2011

"You are absolutely right Roger. We've
implemented Memory Anaiysis in our product
ECATto track these behaviors regardiess of ine
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HBGary Rootkits: Catch Me If You Can..

Pascal Longpre on 04-04-2011

“Hello mr Shines, The root document was released
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Duteh National Cyber Security Strategy - Ble..

Don Eijndhoven on 04-04-2011

"Dear Mr. Ron Lepofsky, What you are writing about
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5 uras 01 an update again on 6/3/09. Check for Updata
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ENTERPRISE MOBILE SECURITY MODEL

mobile device with
optional security app

Enable Applications

A e-mail, calendar and contacts
A Business applications

AProtect corporate data
AControl Interaction with host

Fsamano R

Enforce Mobile Security

A Device Password

A Encryption

A Whitelist or blacklist Apps
A Connection methods

A Blockjailbroken devices
A Remote wipe

A Control synchronisation
A Mobile Anti-Virus

A Personal Firewall

A Monitor and audit
A Reporting and alerts
A Remote unlock

| Device Management |
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e-dnail and business
application servers




MCAFEEEMM ARCHITECTURE

McAfee EMM Architecture
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MCAFEEEMM W McAfee

8 McAfee EMM Console - Mexilla Firfox
File Edit View History Bookmarks Tools m

& - - @ 0 | https://192.168.73.253/emmeconsole/

4 Getting Started [} Latest Headlines

B 2 'S 2503120111028 ™ Send SMS ' Unlock User

Usemame |User Status  Phone # Model  Device State  Last Check-In Compliance Expiration Has Pending Actions?
ADVames Enabled Unknown Available 0210372011 12:55:39 31/03/2011 00:00:00
ADlpaul  Enabled 16655215564 Android  Available 25/01/2011 10:36:32 31/03/2011 00:00:00

& Device Details Applications | | Pending Actions ‘,‘

Security Details Hide Details

Display Name: AD\paul Device Name: Policy Name:  Starter Policy
Phone Number: 15555215554 Device Model:  Android Paolicy Version: 22
Device ID:  androidc259148960 Device Platform: Android Last Compliance Check:  25/01/2011 10:36:32
IMEMEID:  000000000000000 08 Version: 2.3 Compliance Expiration:  31/03/2011 00:00:00
UDID:  androidc259148960 Jailbroken Status: No Compliance Override:  Always Compliant
WiFi MAC Address: Device Status: Available Registration Time:  18/01/2011 14:06:34
Last Updated: 12/03/2011 08:07:11 Device Carrier:  Android Is Authorized: True
Is Compliant: False Supports DAR:  False

“% Query ./ wipe 5% Uninstall () Lock i' Reset Password /-y Compliance Qverride X Delete

Bayé§ B

Transferring data from 192.168.73.253... 192168.73.253 &
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GOOD ARCHITECTURE

Good Architecture
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124 Barbara Stephaphoulus  6n12/09
Meeting Invite: Status Report Meeting 4
Let's discuss the status of the website
project

Good Servers

4 Tom Smith 514/09
Please Review 3
Liz, attached are the comps from the
agency. Please review and send me your

sandbox e-mail client

\\ - -'. 7 3 \\
° { " ° .
Mail server Good Mobile Server
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GOOD TECHNOLOGY :
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