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ENTERPRISE MOBILESECURITY
ðSenior executives want to use iPhones, iPads, Androids and other 

mobile devices to access corporate data

What are the risks?

What security can be applied?
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ENTERPRISE MOBILESECURITYðA NEW WORD

ðCompany lets employees use their own devices for work

or

ðGives each staff a budget and lets them choose
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MOBILE DEVICE TYPES
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CASE STUDY ðPOLICE MOBILE FINGERPRINT 
READER

Lessons learnt:

ðUser experience must be straightforward

ðSecurity should be òinvisibleó

ðMore than 2 security apps slows down 

the device

ðDonõt just apply equivalent security to 

that used on laptops

ðWork closely with technology vendors
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ENTERPRISE MOBILE SECURITY MODEL  

Enable Applications

Åe-mail, calendar and contacts

ÅBusiness applications

Sandbox

ÅProtect corporate data

ÅControl Interaction with host

Enforce Mobile Security

ÅDevice Password

ÅEncryption

ÅWhitelist or blacklist Apps

ÅConnection methods

ÅBlock jailbroken devices

ÅRemote wipe

ÅControl synchronisation

ÅMobile Anti -Virus

ÅPersonal Firewall

Device Management

ÅMonitor and audit

ÅReporting and alerts

ÅRemote unlock

e-mail and business 
application servers

mobile device with 
optional security app
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MCAFEEEMM ARCHITECTURE

standard e-mail client
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MCAFEEEMM
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GOOD ARCHITECTURE

sandbox e-mail client
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GOOD TECHNOLOGY


